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Summary

CVE CVE-2017-6819

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-12 01:59:00 UTC

Updated 2019-03-19 12:54:00 UTC

Description In WordPress before 4.7.3, there is cross-site request forgery (CSRF) in Press This (wp-admin/includes/class-wp-press-this.php), leading to excessive use of server resources. The CSRF can trigger an outbound HTTP request for a large file that is then parsed by Press This.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wordpress Wordpress All All All All

References

Reference

Press This: Verify intent before fetching in-page resources using Pre… · WordPress/WordPress@263831a · GitHub

oss-security - Cross-Site Request Forgery in WordPress Press This function allows DoS

WordPress 4.2-4.7.2 - Press This CSRF DoS

WordPress Prior to 4.7.3 Cross Site Request Forgery Vulnerability

WordPress Multiple Flaws Let Remote Users Deny Service, Bypass URL Redirect Validation, Conduct Cross-Site Scripting Attacks, and Conduct Cross-Site Request Forgery Attacks - SecurityTracker

WordPress 4.7.3 Security and Maintenance Release

sumofpwn.nl/advisory/2016/cross_site_request_forgery_in_wordpress_press_t...

Version 4.7.3 « WordPress Codex

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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