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CVE CVE-2017-6829
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-20 16:59:00 UTC
Updated 2019-10-03 00:03:00 UTC
Description The decodeSample function in IMA.cpp in Audio File Library (aka audiofile) 0.3.6 allows remote attackers to cause a denial

/ |

1|

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Audiofile Audiofile 0.3.6 All All All

Application Audiofile Audiofile 0.3.6 All All All

Reference Source Link Tags
oss-security - Re: audiofile: global buffer overflow in decodeSample (IMA.cpp) MLIST www.openwall.com Mailing Lis
clamp index values to fix index overflow in IMA.cpp - antlarr/audiofile@25eb00c - GitHub ~ MISC github.com Issue Trac
global buffer overflow in decodeSample (IMA.cpp) - Issue #33 - mpruett/audiofile - GitHub ~ MISC github.com Issue Trac
Debian -- Security Information -- DSA-3814-1 audiofile DEBIAN www.debian.org

audiofile CVE-2017-6829 Buffer Overflow Vulnerability BID www.securityfocus.com

audiofile: global buffer overflow in decodeSample (IMA.cpp) | agostino's blog MISC blogs.gentoo.org Third Part
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
q |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2017-6829/mitre
https://cve.report/CVE-2017-6829/nist
https://cve.report/CVE-2017-6829/cve_org
https://cve.report/api/cve/CVE-2017-6829.json
https://cve.report/CVE-2017-6829.pdf
http://cve.report/vendor/audiofile
http://cve.report/software/audiofile/audiofile
http://cve.report/vendor/audiofile
http://cve.report/software/audiofile/audiofile
http://www.openwall.com/lists/oss-security/2017/03/13/1
https://github.com/antlarr/audiofile/commit/25eb00ce913452c2e614548d7df93070bf0d066f
https://github.com/mpruett/audiofile/issues/33
http://www.debian.org/security/2017/dsa-3814
http://www.securityfocus.com/bid/97189
https://blogs.gentoo.org/ago/2017/02/20/audiofile-global-buffer-overflow-in-decodesample-ima-cpp/
https://www.cve.org/CVERecord?id=CVE-2017-6829
https://nvd.nist.gov/vuln/detail/CVE-2017-6829

901367 Common Base Linux Mariner (CBL-Mariner) Security Update for audiofile (7172)
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