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CVE CVE-2017-6868
State PUBLIC
Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-07 17:29:00 UTC
Updated 2017-12-30 02:29:00 UTC
Description An Improper Authentication issue was discovered in Siemens SIMATIC CP 44x-1 RNA, all versions prior to 1.4.1. An unaut
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application ~ Siemens  Simatic Cp 44x-1 Redundant Network Access Modules All All All All
Reference Source Link
Siemens CONFIRM  www.sien
Siemens SIMATIC CP 44x-1 Redundant CVE-2017-6868 Authentication Bypass Vulnerability BID WWW.Ssecl

Siemens SIMATIC CP 44x-1 RNA Unspecified Bug Lets Remote Users Gain Elevated Privileges - SecurityTracker SECTRACK  www.sect

Siemens SIMATIC CP 44x-1 Redundant Network Access Modules | ICS-CERT MISC ics-cert.ut
CVE Program record CVE.ORG WWW.CVE.
NVD vulnerability detail NVD nvd.nist.g
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591064 Siemens SIMATIC CP 44x-1 Redundant Network Access Modules Vulnerability (ICSA-17-173-01) (SSA-126840)
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