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Summary

CVE CVE-2017-6885

State PUBLIC

Assigner PSIRT-CNA@flexerasoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-16 16:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description An error when handling certain external commands and services related to the FlexNet Inventory Agent and FlexNet Beacon of the Flexera Software FlexNet Manager Suite 2017 before 2017 R1 and 2014 R3 through 2016 R1 SP1 can be exploited to gain elevated privileges.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Flexerasoftware Flexnet Manager Suite 2014 All All All

Application Flexerasoftware Flexnet Manager Suite 2015 All All All

Application Flexerasoftware Flexnet Manager Suite 2016 All All All

Application Flexerasoftware Flexnet Manager Suite 2017 All All All

Application Flexerasoftware Flexnet Manager Suite 2014 All All All

Application Flexerasoftware Flexnet Manager Suite 2015 All All All

Application Flexerasoftware Flexnet Manager Suite 2016 All All All

Application Flexerasoftware Flexnet Manager Suite 2017 All All All

References

Reference Source Link Tags

End of Support for the Secunia Community Site - Community MISC secuniaresearch.flexerasoftware.com Permissions Required

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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