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Summary

CVE CVE-2017-6903

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-14 22:59:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description In ioquake3 before 2017-03-14, the auto-downloading feature has insufficient content restrictions. This also affects Quake III Arena, OpenArena, OpenJK, iortcw, and other id Tech 3 (aka Quake 3 engine) forks. A malicious auto-downloaded file can trigger loading of crafted auto-downloaded files as native code DLLs. A malicious auto-downloaded file can contain configuration defaults that override the user's. Executable bytecode in a malicious auto-downloaded file can set configuration variables to values that will result in unwanted native code DLLs being loaded, resulting in sandbox escape.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ioquake3 Ioquake3 All All All All

References

Reference Source Link

#857699 - ioquake3: CVE-2017-6903: privilege escalation by auto-downloaded files - Debian Bug report logs CONFIRM bugs.debian.org

Shared: Merge ioquake/ioq3@376267d534476a875d8b9228149c4ee18b74a4fd · JACoders/OpenJK@8956a35 · GitHub CONFIRM github.com

Important Security Update: Please Update ioquake3 Immediately – ioquake3 CONFIRM ioquake3.org

Merge some file writing extension checks from OpenJK. · ioquake/ioq3@b173ac0 · GitHub CONFIRM github.com

Don't load .pk3s as .dlls, and don't load user config files from .pk3s. · ioquake/ioq3@376267d · GitHub CONFIRM github.com

Debian -- Security Information -- DSA-3812-1 ioquake3 DEBIAN www.debian.org

All: Don't load .pk3s as .dlls, and don't load user config files from… · iortcw/iortcw@b6ff2bc · GitHub CONFIRM github.com

All: Don't open .pk3 files as OpenAL drivers · iortcw/iortcw@b248763 · GitHub CONFIRM github.com

All: Merge some file writing extension checks · iortcw/iortcw@11a8341 · GitHub CONFIRM github.com

Don't open .pk3 files as OpenAL drivers. · ioquake/ioq3@f61fe5f · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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https://github.com/iortcw/iortcw/commit/11a83410153756ae350a82ed41b08d128ff7f998
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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