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In ioquake3 before 2017-03-14, the auto-downloading feature has insufficient content restrictions. This also affects Quake |

Risk And Classification

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Application

Vendor Product Version Update Edition Language

loquake3 loquake3 All All All All

References

Reference Source
#857699 - ioquake3: CVE-2017-6903: privilege escalation by auto-downloaded files - Debian Bug report logs CONFIRM
Shared: Merge ioquake/ioq3@376267d534476a875d809228149c4ee18b74a4fd - JACoders/OpendK@8956a35 - GitHub  CONFIRM
Important Security Update: Please Update ioquake3 Immediately — ioquake3 CONFIRM
Merge some file writing extension checks from OpenJK. - ioquake/iog3@b173ac0 - GitHub CONFIRM
Don't load .pk3s as .dlls, and don't load user config files from .pk3s. - ioquake/iog3@376267d - GitHub CONFIRM
Debian -- Security Information -- DSA-3812-1 ioquake3 DEBIAN
All: Don't load .pk3s as .dlls, and don't load user config files from... - iortcw/iortew@b6ff2bc - GitHub CONFIRM
All: Don't open .pk3 files as OpenAL drivers - iortcw/iortcw@b248763 - GitHub CONFIRM
All: Merge some file writing extension checks - iortcw/iortcw@11a8341 - GitHub CONFIRM
Don't open .pk3 files as OpenAL drivers. - ioquake/iog3@161fe5f - GitHub CONFIRM
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https://cve.report/
https://cve.report/CVE-2017-6903/mitre
https://cve.report/CVE-2017-6903/nist
https://cve.report/CVE-2017-6903/cve_org
https://cve.report/api/cve/CVE-2017-6903.json
https://cve.report/CVE-2017-6903.pdf
http://cve.report/vendor/ioquake3
http://cve.report/software/ioquake3/ioquake3
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=857699
https://github.com/JACoders/OpenJK/commit/8956a35e7b91c4a0dd1fa6db1d28c7f0efbab2d7
https://ioquake3.org/2017/03/13/important-security-update-please-update-ioquake3-immediately/
https://github.com/ioquake/ioq3/commit/b173ac05993f634a42be3d3535e1b158de0c3372
https://github.com/ioquake/ioq3/commit/376267d534476a875d8b9228149c4ee18b74a4fd
http://www.debian.org/security/2017/dsa-3812
https://github.com/iortcw/iortcw/commit/b6ff2bcb1e4e6976d61e316175c6d7c99860fe20
https://github.com/iortcw/iortcw/commit/b248763e4878ef12d5835ece6600be8334f67da1
https://github.com/iortcw/iortcw/commit/11a83410153756ae350a82ed41b08d128ff7f998
https://github.com/ioquake/ioq3/commit/f61fe5f6a0419ef4a88d46a128052f2e8352e85d
https://www.cve.org/CVERecord?id=CVE-2017-6903
https://nvd.nist.gov/vuln/detail/CVE-2017-6903

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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