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CVE CVE-2017-6975
State PUBLIC
Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Operating System Apple Iphone Os All All All

References

Reference Source
Project Zero: Over The Air: Exploiting Broadcom’s Wi-Fi Stack (Part 1) MISC
Apple iOS CVE-2017-6975 Arbitray Code Execution Vulnerability BID

About the security content of Apple TV Software 7.3 - Apple Support CONFIRM
Full Disclosure: APPLE-SA-2019-5-13-6 Apple TV Software 7.3 FULLDISC
About the security content of iOS 10.3.1 - Apple Support CONFIRM
Bugtraq: APPLE-SA-2019-5-13-6 Apple TV Software 7.3 BUGTRAQ
iarce (@4Dgifts) | Twitter MISC
Apple iOS Buffer Overflow in WiFi Chip Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK
CVE Program record CVE.ORG
NVD vulnerability detail NVD

1

Published 2017-04-05 14:59:00 UTC
Updated 2019-05-14 16:29:00 UTC
Description Wi-Fi in Apple iOS before 10.3.1 does not prevent CVE-2017-6956 stack buffer overflow exploitation via a crafted access p:

1|

Language

All

Link
googleprojectzero.blog
www.securityfocus.con
support.apple.com
seclists.org
support.apple.com
seclists.org

twitter.com
www.securitytracker.cc
Www.cve.org

nvd.nist.gov

Wﬂ

No vendor comments have been submitted for this CVE.
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http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
https://googleprojectzero.blogspot.com/2017/04/over-air-exploiting-broadcoms-wi-fi_4.html
http://www.securityfocus.com/bid/97328
https://support.apple.com/kb/HT210121
http://seclists.org/fulldisclosure/2019/May/24
https://support.apple.com/HT207688
https://seclists.org/bugtraq/2019/May/30
https://twitter.com/4Dgifts/status/849268365457850370
http://www.securitytracker.com/id/1038172
https://www.cve.org/CVERecord?id=CVE-2017-6975
https://nvd.nist.gov/vuln/detail/CVE-2017-6975

There are currently no legacy QID mappings associated with this CVE.
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