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Summary

CVE CVE-2017-7178

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-18 20:59:00 UTC

Updated 2025-04-20 01:37:25 UTC

Description CSRF was discovered in the web UI in Deluge before 1.3.14. The exploitation methodology involves (1) hosting a crafted plugin that executes an arbitrary program from its __init__.py file and (2) causing the victim to download, install, and enable this plugin.

Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

Problem Types: CWE-352 | n/a

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 6.8 AV:N/AC:M/Au:N/C:P/I:P/A:P

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

https://cve.report/
https://cve.report/CVE-2017-7178/mitre
https://cve.report/CVE-2017-7178/nist
https://cve.report/CVE-2017-7178/cve_org
https://cve.report/api/cve/CVE-2017-7178.json
https://cve.report/CVE-2017-7178.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Application Deluge-torrent Deluge All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link

Deluge: Remote execution of arbitrary code (GLSA 201703-06) — Gentoo security af854a3a-2127-422b-91ae-364da2661108 security.gentoo.org

deluge - Deluge BitTorrent Client af854a3a-2127-422b-91ae-364da2661108 git.deluge-torrent.org

ReleaseNotes/1.3.14 – Deluge af854a3a-2127-422b-91ae-364da2661108 dev.deluge-torrent.org

#857903 - deluge: CVE-2017-7178: WebUI CSRF vulnerability - Debian Bug report logs af854a3a-2127-422b-91ae-364da2661108 bugs.debian.org

Deluge CVE-2017-7178 Cross Site Request Forgery Vulnerability af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com

Full Disclosure: Remote code execution via CSRF vulnerability in the web UI of Deluge 1.3.13 af854a3a-2127-422b-91ae-364da2661108 seclists.org

deluge - Deluge BitTorrent Client af854a3a-2127-422b-91ae-364da2661108 git.deluge-torrent.org

Debian -- Security Information -- DSA-3856-1 deluge af854a3a-2127-422b-91ae-364da2661108 www.debian.org

CVE Program record CVE.ORG www.cve.org

High

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial

http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/deluge-torrent
http://cve.report/software/deluge-torrent/deluge
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://security.gentoo.org/glsa/201703-06
http://git.deluge-torrent.org/deluge/commit/?h=develop&id=11e8957deaf0c76fdfbac62d99c8b6c61cfdddf9
http://dev.deluge-torrent.org/wiki/ReleaseNotes/1.3.14
https://bugs.debian.org/857903
http://www.securityfocus.com/bid/97041
http://seclists.org/fulldisclosure/2017/Mar/6
http://git.deluge-torrent.org/deluge/commit/?h=1.3-stable&id=318ab179865e0707d7945edc3a13a464a108d583
http://www.debian.org/security/2017/dsa-3856
https://www.cve.org/CVERecord?id=CVE-2017-7178


NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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