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CVE CVE-2017-7185
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2017-04-10 15:59:00 UTC
Updated 2018-10-09 20:01:00 UTC
Description Use-after-free vulnerability in the mg_http_multipart_wait_for_boundary function in mongoose.c in Cesanta Mongoose Emb
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Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cesanta Mongoose Embedded Web Server Library All All All All
Operating System Cesanta Mongoose Os All All All All

References

Reference Source
Fix crash in multipart handling - cesanta/mongoose@b8402ed - GitHub CONFIRM
Cesanta Mongoose OS - Use-After-Free - Hardware dos Exploit EXPLOIT-DB

www.compass-security.com/fileadmin/Datein/Research/Advisories/CVE-2017-7185_mongoose_o... MISC

SecurityFocus BUGTRAQ
Fix crash in multipart handling - cesanta/mongoose-0s@042eb43 - GitHub CONFIRM
Mongoose OS CVE-2017-7185 Use After Free Denial of Service Vulnerability BID
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link

github.com
www.exploit-db.com
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www.securityfocus.com
github.com
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WWW.cve.org
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https://cve.report/
https://cve.report/CVE-2017-7185/mitre
https://cve.report/CVE-2017-7185/nist
https://cve.report/CVE-2017-7185/cve_org
https://cve.report/CVE-2017-7185.pdf
http://cve.report/vendor/cesanta
http://cve.report/software/cesanta/mongoose_embedded_web_server_library
http://cve.report/vendor/cesanta
http://cve.report/software/cesanta/mongoose_os
https://github.com/cesanta/mongoose/commit/b8402ed0733e3f244588b61ad5fedd093e3cf9cc
https://www.exploit-db.com/exploits/41826/
https://www.compass-security.com/fileadmin/Datein/Research/Advisories/CVE-2017-7185_mongoose_os_use_after_free.txt
http://www.securityfocus.com/archive/1/540355/100/0/threaded
https://github.com/cesanta/mongoose-os/commit/042eb437973a202d00589b13d628181c6de5cf5b
http://www.securityfocus.com/bid/97370
https://www.cve.org/CVERecord?id=CVE-2017-7185
https://nvd.nist.gov/vuln/detail/CVE-2017-7185
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