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CVE CVE-2017-7235
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-23 04:59:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description An issue was discovered in cloudflare-scrape 1.6.6 through 1.7.1. A malicious website owner could craft a page that execut
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Risk And Classification

Primary CVSS: v3.0 8.8 HIGH from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

Problem Types: CWE-20 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 8.8 HIGH CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 6.8 AV:N/AC:M/Au:N/C:P/I:P/A:P
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https://cve.report/
https://cve.report/CVE-2017-7235/mitre
https://cve.report/CVE-2017-7235/nist
https://cve.report/CVE-2017-7235/cve_org
https://cve.report/api/cve/CVE-2017-7235.json
https://cve.report/CVE-2017-7235.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cloudflare-scrape Project Cloudflare-scrape 1.6.6 All All All
Application Cloudflare-scrape Project Cloudflare-scrape 1.6.7 All All All
Application Cloudflare-scrape Project Cloudflare-scrape 1.6.8 All All All
Application Cloudflare-scrape Project Cloudflare-scrape 1.7.0 All All All
Application Cloudflare-scrape Project Cloudflare-scrape 1.7.1 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

cloudflare-scrape CVE-2017-7235 Remote Code Execution Vulnerability af854a3a-2127-422b-91ae-364da:

Release 1.8.0 - Remove insecure Js2Py library (code execution risk) - Anorov/cloudflare-scrape - GitHub  af854a3a-2127-422b-91ae-364da:

Call js2py.disable_pyimport - Issue #97 - Anorov/cloudflare-scrape - GitHub af854a3a-2127-422b-91ae-364da:
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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http://cve.report/vendor/cloudflare-scrape_project
http://cve.report/software/cloudflare-scrape_project/cloudflare-scrape
http://cve.report/vendor/cloudflare-scrape_project
http://cve.report/software/cloudflare-scrape_project/cloudflare-scrape
http://cve.report/vendor/cloudflare-scrape_project
http://cve.report/software/cloudflare-scrape_project/cloudflare-scrape
http://cve.report/vendor/cloudflare-scrape_project
http://cve.report/software/cloudflare-scrape_project/cloudflare-scrape
http://cve.report/vendor/cloudflare-scrape_project
http://cve.report/software/cloudflare-scrape_project/cloudflare-scrape
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/97191
https://github.com/Anorov/cloudflare-scrape/releases/tag/1.8.0
https://github.com/Anorov/cloudflare-scrape/issues/97
https://www.cve.org/CVERecord?id=CVE-2017-7235
https://nvd.nist.gov/vuln/detail/CVE-2017-7235

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981288 Python (pip) Security Update for cfscrape (GHSA-5mc5-5j6c-gmf9)
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