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Summary

CVE CVE-2017-7240

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-24 15:59:00 UTC

Updated 2017-08-16 01:29:00 UTC

Description An issue was discovered on Miele Professional PST10 devices. The corresponding embedded webserver "PST10 WebServer" typically listens to port 80 and is prone to a directory traversal attack; therefore, an unauthenticated attacker may be able to exploit this issue to access sensitive information to aide in subsequent attacks. A Proof of Concept is GET /../../../../../../../../../../../../etc/shadow HTTP/1.1. This affects PG8527 devices 2.02 before 2.12, PG8527 devices 2.51 before 2.61, PG8527 devices 2.52 before 2.62, PG8527 devices 2.54 before 2.64, PG8528 devices 2.02 before 2.12, PG8528 devices 2.51 before 2.61, PG8528 devices 2.52 before 2.62, PG8528 devices 2.54 before 2.64, PG8535 devices 1.00 before 1.10, PG8535 devices 1.04 before 1.14, PG8536 devices 1.10 before 1.20, and PG8536 devices 1.14 before 1.24.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Miele Professional Pg 8528 - All All All

Hardware Miele Professional Pg 8528 - All All All

Operating System Miele Professional Pst10 Webserver - All All All

Operating System Miele Professional Pst10 Webserver - All All All

References

Reference Source Link Tags

Miele Professional PG 8528 - Directory Traversal - Hardware remote Exploit EXPLOIT-DB www.exploit-db.com

Press releases MISC www.miele.de

Full Disclosure: [CVE-2017-7240] Miele Professional PG 8528 - Web Server Directory Traversal MISC seclists.org Exploit, Third Party Advisory, VDB Entry

Miele Professional PG 85 Series | ICS-CERT MISC ics-cert.us-cert.gov

Miele Professional PG85 Series CVE-2017-7240 Directory Traversal Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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