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Summary

CVE CVE-2017-7262

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-25 00:59:00 UTC

Updated 2017-03-29 13:57:00 UTC

Description The AMD Ryzen processor with AGESA microcode through 2017-01-27 allows local users to cause a denial of service (system hang) via an application that makes a long series of FMA3 instructions, as demonstrated by the Flops test suite.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Amd Ryzen All All All All

References

Reference

AMD Ryzen Machine Crashes to a Sequence of FMA3 Instructions | techPowerUp

AMD Ryzen Processor CVE-2017-7262 Local Denial of Service Vulnerability

HWBOT forum - View Single Post - Ryzen 1800X - Instant system crash when running sequence of FMA3 instructions. Request for verification.

Sorry, we could not find that!

AMD Ryzen Machine Crashes on a Sequence of FMA3 Instructions | Hacker News

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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