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Summary

CVE CVE-2017-7269

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-27 02:59:00 UTC

Updated 2023-11-07 02:50:00 UTC

Description Buffer overflow in the ScStoragePathFromUrl function in the WebDAV service in Internet Information Services (IIS) 6.0 in Microsoft Windows Server 2003 R2 allows remote attackers to execute arbitrary code via a long header beginning with "If: <http://" in a PROPFIND request, as exploited in the wild in July or August 2016.

Risk And Classification

EPSS: 0.944290000 probability, percentile 0.999840000 (date 2026-04-02)

CISA KEV: Listed on 2021-11-03; due 2022-05-03; ransomware use Unknown

Problem Types: CWE-119

CISA Known Exploited Vulnerability

Vendor Microsoft

Product Internet Information Services (IIS)

Name Microsoft Windows Server Buffer Overflow Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2017-7269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Internet Information Server 6.0 All All All

Application Microsoft Internet Information Server 6.0 All All All

Operating System Microsoft Windows Server 2003 - r2 All All

Operating System Microsoft Windows Server 2003 - r2 All All
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0patch Blog: 0patching the "Immortal" CVE-2017-7269
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Number of internet facing vulnerable IIS 6.0 to CVE-2017–7269

GitHub - danigargu/explodingcan: An implementation of NSA's ExplodingCan exploit in Python

Description of the security update for Windows XP and Windows Server 2003: June 13, 2017

Add IIS 6.0 ScStoragePathFromUrl exploit (CVE-2017-7269) by dmchell · Pull Request #8162 · rapid7/metasploit-framework · GitHub

Number of internet facing vulnerable IIS 6.0 to CVE-2017–7269

Microsoft IIS - WebDav 'ScStoragePathFromUrl' Remote Overflow (Metasploit)

Microsoft IIS 6.0 - WebDAV 'ScStoragePathFromUrl' Remote Buffer Overflow

Microsoft Internet Information Services CVE-2017-7269 Buffer Overflow Vulnerability

Microsoft Internet Information Server (IIS) Web Server Buffer Overflow in WebDAV ScStoragePathFromUrl() Lets Remote Users Execute Arbitrary Code - SecurityTracker

GitHub - edwardz246003/IIS_exploit: Buffer overflow in the ScStoragePathFromUrl function in the WebDAV service in Internet Information Services (IIS) 6.0 in Microsoft Windows Server 2003 R2 allows remote attackers to execute arbitrary code via a long header beginning with "If: <http://" in a PROPFIND request, as exploited in the wild in July or August 2016.

CVE Program record

NVD vulnerability detail

CISA Known Exploited Vulnerabilities catalog

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

https://medium.com/@iraklis/number-of-internet-facing-vulnerable-iis-6-0-to-cve-2017-7269-8bd153ef5812
https://github.com/danigargu/explodingcan
https://support.microsoft.com/en-us/help/3197835/description-of-the-security-update-for-windows-xp-and-windows-server
https://github.com/rapid7/metasploit-framework/pull/8162
https://medium.com/%2540iraklis/number-of-internet-facing-vulnerable-iis-6-0-to-cve-2017-7269-8bd153ef5812
https://www.exploit-db.com/exploits/41992/
https://www.exploit-db.com/exploits/41738/
http://www.securityfocus.com/bid/97127
http://www.securitytracker.com/id/1038168
https://github.com/edwardz246003/IIS_exploit
https://www.cve.org/CVERecord?id=CVE-2017-7269
https://nvd.nist.gov/vuln/detail/CVE-2017-7269
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2017-7269
	Summary
	Risk And Classification
	CISA Known Exploited Vulnerability
	NVD Known Affected Configurations (CPE 2.3)
	References


