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CVE CVE-2017-7277
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2017-03-28 06:59:00 UTC

Updated 2017-03-31 17:02:00 UTC
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Risk And Classification

Description The TCP stack in the Linux kernel through 4.10.6 mishandles the SCM_TIMESTAMPING_OPT_STATS feature, which alloy

1|

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Operating System Linux Linux Kernel All All

Edition Language

All

All

References

Reference

LKML: Dmitry Vyukov: Re: net/udp: slab-out-of-bounds Read in udp_recvmsg
kernel/git/torvalds/linux.git - Linux kernel source tree

[net,2/2] tcp: mark skbs with SCM_TIMESTAMPING_OPT_STATS - Patchwork

Linux Kernel CVE-2017-7277 Multiple Local Memory Corruption Vulnerabilities

[net,1/2] tcp: fix SCM_TIMESTAMPING_OPT_STATS for normal skbs - Patchwork

tep: fix SCM_TIMESTAMPING_OPT_STATS for normal skbs - torvalds/linux@8605330 - GitHub
tcp: mark skbs with SCM_TIMESTAMPING_OPT_STATS - torvalds/linux@4ef1b28 - GitHub
kernel/git/torvalds/linux.git - Linux kernel source tree
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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