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Summary

CVE CVE-2017-7394

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-01 02:59:00 UTC

Updated 2018-01-13 02:29:00 UTC

Description In TigerVNC 1.7.1 (SSecurityPlain.cxx SSecurityPlain::processMsg), unauthenticated users can crash the server by sending long usernames.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tigervnc Tigervnc 1.7.1 All All All

Application Tigervnc Tigervnc 1.7.1 All All All

References

Reference Source Link Tags

Red Hat Customer Portal REDHAT access.redhat.com

TigerVNC: Multiple vulnerabilities (GLSA 201801-13) — Gentoo security GENTOO security.gentoo.org

Fixes ssecurityplain by michalsrb · Pull Request #440 · TigerVNC/tigervnc · GitHub CONFIRM github.com Issue Tracking, Patch, Third Party Advisory

TigerVNC Multiple Security Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710213 Gentoo Linux TigerVNC Multiple Vulnerabilities (GLSA 201801-13)

https://cve.report/
https://cve.report/CVE-2017-7394/mitre
https://cve.report/CVE-2017-7394/nist
https://cve.report/CVE-2017-7394/cve_org
https://cve.report/CVE-2017-7394.pdf
http://cve.report/vendor/tigervnc
http://cve.report/software/tigervnc/tigervnc
http://cve.report/vendor/tigervnc
http://cve.report/software/tigervnc/tigervnc
https://access.redhat.com/errata/RHSA-2017:2000
https://security.gentoo.org/glsa/201801-13
https://github.com/TigerVNC/tigervnc/pull/440
http://www.securityfocus.com/bid/97305
https://www.cve.org/CVERecord?id=CVE-2017-7394
https://nvd.nist.gov/vuln/detail/CVE-2017-7394
http://cve.report/qid/710213
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