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Summary

CVE CVE-2017-7400

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-03 14:59:00 UTC

Updated 2018-01-05 02:31:00 UTC

Description OpenStack Horizon 9.x through 9.1.1, 10.x through 10.0.2, and 11.0.0 allows remote authenticated administrators to conduct XSS attacks via a crafted federation mapping.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Horizon 10.0.0 All All All

Application Openstack Horizon 10.0.0 b1 All All

Application Openstack Horizon 10.0.0 b2 All All

Application Openstack Horizon 10.0.0 b3 All All

Application Openstack Horizon 10.0.0 rc1 All All

Application Openstack Horizon 10.0.0 rc2 All All

Application Openstack Horizon 10.0.0 rc3 All All

Application Openstack Horizon 10.0.1 All All All

Application Openstack Horizon 10.0.2 All All All

Application Openstack Horizon 11.0.0 All All All

Application Openstack Horizon 9.0.0 All All All

Application Openstack Horizon 9.0.0 b1 All All

Application Openstack Horizon 9.0.0 b2 All All

Application Openstack Horizon 9.0.0 b3 All All

Application Openstack Horizon 9.0.0 rc1 All All

Application Openstack Horizon 9.0.0 rc2 All All

Application Openstack Horizon 9.0.1 All All All
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Application Openstack Horizon 9.0.1 All All All

Application Openstack Horizon 9.1.0 All All All

Application Openstack Horizon 9.1.1 All All All

Application Openstack Horizon 10.0.0 All All All

Application Openstack Horizon 10.0.0 b1 All All

Application Openstack Horizon 10.0.0 b2 All All

Application Openstack Horizon 10.0.0 b3 All All

Application Openstack Horizon 10.0.0 rc1 All All

Application Openstack Horizon 10.0.0 rc2 All All

Application Openstack Horizon 10.0.0 rc3 All All

Application Openstack Horizon 10.0.1 All All All

Application Openstack Horizon 10.0.2 All All All

Application Openstack Horizon 11.0.0 All All All

Application Openstack Horizon 9.0.0 All All All

Application Openstack Horizon 9.0.0 b1 All All

Application Openstack Horizon 9.0.0 b2 All All

Application Openstack Horizon 9.0.0 b3 All All

Application Openstack Horizon 9.0.0 rc1 All All

Application Openstack Horizon 9.0.0 rc2 All All

Application Openstack Horizon 9.0.1 All All All

Application Openstack Horizon 9.1.0 All All All

Application Openstack Horizon 9.1.1 All All All

References

Reference Source Link

OpenStack Horizon CVE-2017-7400 Cross Site Scripting Vulnerability BID www.securityfocus.com

Red Hat Customer Portal REDHAT access.redhat.com

Bug #1667086 “[OSSA-2017-003] XSS in federation mappings UI (CVE...” : Bugs : OpenStack Dashboard (Horizon) CONFIRM launchpad.net

Red Hat Customer Portal REDHAT access.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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