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CVE CVE-2017-7429
State PUBLIC
Assigner security@suse.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2018-03-02 20:29:00 UTC
Updated 2023-11-07 02:50:00 UTC

Description The certificate upload in NetlQ eDirectory PKI plugin before 8.8.8 Patch 10 Hotfix 1 could be abused to upload JSP code w
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Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Microfocus Edirectory All All All All
Application Netiq Edirectory 8.8.8 patch10 All All
Application Netig Edirectory 8.8.8 patch5 All All
Application Netiq Edirectory 8.8.8 patch6 All All
Application Netig Edirectory 8.8.8 patch7 All All
Application Netiq Edirectory 8.8.8 patch8 All All
Application Netig Edirectory 8.8.8 patch9 All All
Application Netiq Edirectory 8.8.8 patch10 All All
Application Netig Edirectory 8.8.8 patch5 All All
Application Netiq Edirectory 8.8.8 patch6 All All
Application Netig Edirectory 8.8.8 patch7 All All
Application Netiq Edirectory 8.8.8 patch8 All All
Application Netig Edirectory 8.8.8 patch9 All All
Application Netiq Edirectory All All All All
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eDirectory 8.8.8 Patch 10 HF1 www.netig.com

Support | History of Issues Resolved in eDirectory 8.8.x CONFIRM  www.novell.com Third Party Advisory

Access Denied CONFIRM  bugzilla.suse.com Issue Tracking, Permissions Required, Third Party
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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Vendor Comments And Credit

Discovery Credit

LEGACY: SySS GmbH

There are currently no legacy QID mappings associated with this CVE.
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