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Summary

CVE CVE-2017-7431

State PUBLIC

Assigner security@microfocus.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-03 05:59:00 UTC

Updated 2023-11-07 02:50:00 UTC

Description Novell iManager 2.7.x before 2.7 SP7 Patch 10 HF1 and NetIQ iManager 3.x before 3.0.3.1 have persistent CSRF in object management.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netiq Imanager 3.0 All All All

Application Netiq Imanager 3.0.1 All All All

Application Netiq Imanager 3.0.2 All All All

Application Netiq Imanager 3.0.2.1 All All All

Application Netiq Imanager 3.0.3 All All All

Application Netiq Imanager 3.0.3.1 All All All

Application Netiq Imanager 3.0 All All All

Application Netiq Imanager 3.0.1 All All All

Application Netiq Imanager 3.0.2 All All All

Application Netiq Imanager 3.0.2.1 All All All

Application Netiq Imanager 3.0.3 All All All

Application Netiq Imanager 3.0.3.1 All All All

Application Novell Imanager 2.7 All All All

Application Novell Imanager 2.7 sp1 All All

Application Novell Imanager 2.7 sp2 All All

Application Novell Imanager 2.7 sp3 All All

Application Novell Imanager 2.7 sp4 All All
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Application Novell Imanager 2.7 sp4 All All

Application Novell Imanager 2.7 sp4_patch1 All All

Application Novell Imanager 2.7 sp4_patch2 All All

Application Novell Imanager 2.7 sp4_patch3 All All

Application Novell Imanager 2.7 sp4_patch4 All All

Application Novell Imanager 2.7 sp5 All All

Application Novell Imanager 2.7 sp6 All All

Application Novell Imanager 2.7 sp7 All All

Application Novell Imanager 2.7 sp7_patch_1 All All

Application Novell Imanager 2.7 sp7_patch_10 All All

Application Novell Imanager 2.7 sp7_patch_2 All All

Application Novell Imanager 2.7 sp7_patch_3 All All

Application Novell Imanager 2.7 sp7_patch_4 All All

Application Novell Imanager 2.7 sp7_patch_5 All All

Application Novell Imanager 2.7 sp7_patch_6 All All

Application Novell Imanager 2.7 sp7_patch_7 All All

Application Novell Imanager 2.7 sp7_patch_8 All All

Application Novell Imanager 2.7 sp7_patch_9 All All

Application Novell Imanager 2.7 All All All

Application Novell Imanager 2.7 sp1 All All

Application Novell Imanager 2.7 sp2 All All

Application Novell Imanager 2.7 sp3 All All

Application Novell Imanager 2.7 sp4 All All

Application Novell Imanager 2.7 sp4_patch1 All All

Application Novell Imanager 2.7 sp4_patch2 All All

Application Novell Imanager 2.7 sp4_patch3 All All

Application Novell Imanager 2.7 sp4_patch4 All All

Application Novell Imanager 2.7 sp5 All All

Application Novell Imanager 2.7 sp6 All All

Application Novell Imanager 2.7 sp7 All All

Application Novell Imanager 2.7 sp7_patch_1 All All

Application Novell Imanager 2.7 sp7_patch_10 All All

Application Novell Imanager 2.7 sp7_patch_2 All All

Application Novell Imanager 2.7 sp7_patch_3 All All

Application Novell Imanager 2.7 sp7_patch_4 All All

Application Novell Imanager 2.7 sp7_patch_5 All All
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Application Novell Imanager 2.7 sp7_patch_6 All All

Application Novell Imanager 2.7 sp7_patch_7 All All

Application Novell Imanager 2.7 sp7_patch_8 All All

Application Novell Imanager 2.7 sp7_patch_9 All All

References

Reference Source Link Tags

Support | History of Issues Resolved for Novell iManager 2.7 www.novell.com

Support | History of Issues Resolved for iManager 3.x CONFIRM www.netiq.com Release Notes, Vendor Advisory

Access Denied bugzilla.novell.com

Access Denied CONFIRM bugzilla.novell.com Permissions Required

Downloads - iManager 3.0.3.1 dl.netiq.com

Downloads - iManager 2.7 Support Pack 7 - Patch 10 Hotfix 1 dl.netiq.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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