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CVE CVE-2017-7468
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-16 13:29:00 UTC
Updated 2019-10-09 23:29:00 UTC
Description In curl and libcurl 7.52.0 to and including 7.53.1, libcurl would attempt to resume a TLS session even if the client certificate
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Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Haxx Libcurl All All All All
Reference

curl - TLS session resumption client cert bypass

cURL: Multiple vulnerabilities (GLSA 201709-14) — Gentoo Security

cURL/libcurl TLS Session Resumption Client Certificate Bug Lets Remote Users Bypass Security Restrictions on the Target System - Security
1443381 — (CVE-2017-7468) CVE-2017-7468 curl: TLS session resumption client cert bypass

cURL/libcURL CVE-2017-7468 Remote Security Bypass Vulnerability

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500118 Alpine Linux Security Update for curl

503773 Alpine Linux Security Update for curl
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710401 Gentoo Linux cURL Multiple Vulnerabilities (GLSA 201709-14)
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