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Summary

CVE CVE-2017-7480

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-21 22:29:00 UTC

Updated 2020-09-09 15:11:00 UTC

Description rkhunter versions before 1.4.4 are vulnerable to file download over insecure channel when doing mirror update resulting into potential remote code execution.

Risk And Classification

Problem Types: CWE-417

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rootkit Hunter Project Rootkit Hunter All All All All

References

Reference Source Link

Rootkit Hunter: User-assisted execution of arbitrary code (GLSA 201805-11) — Gentoo security GENTOO security.gentoo.org

oss-sec: rkhunter: [CVE-2017-7480] Potential RCE after MiTM due to clear text download without signature MLIST seclists.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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