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Certain versions of Debian Linux from Debian contain the following
vulnerability:

Samba since version 3.5.0 and before 4.6.4, 4.5.10 and 4.4.14 is
vulnerable to remote code execution vulnerability, allowing a malicious
client to upload a shared library to a writable share, and then cause the
server to load and execute it.

CVSS3 Score: 9.8 - CRITICAL
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CVSS2 Score: 10 - HIGH
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CVE References

Description Tags Link

Samba 3.5.0 < 4.4.14/4.5.10/4.6.4 -
'is_known_pipename()' Arbitrary
Module Load (Metasploit) - Linux

www.exploit-db.com

Proof of Concept

text/html

 EXPLOIT-DB 42084

CVE-2017-7494 has been assigned by  secalert@redhat.com to track the vulnerability - currently rated as CRITICAL  severity.

Affected Vendor/Software:  Samba - samba version = since 3.5.0
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http://cve.report/vendor/debian
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https://www.exploit-db.com/exploits/42084/


Module Load (Metasploit) - Linux
remote Exploit

text/html

Document Display | HPE Support
Center

h20566.www2.hpe.com

text/html

 CONFIRM h20566.www2.hpe.com/hpsc/doc/public/display?
docLocale=en_US&docId=emr_na-hpesbux03759en_us

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2017:1272

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2017:1270

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2017:1273

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2017:1271

Debian -- Security Information -- DSA-
3860-1 samba

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-3860

Samba 3.5.0 - Remote Code Execution www.exploit-db.com

Proof of Concept

text/html

 EXPLOIT-DB 42060

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2017:1390

Schneider Electric download.schneider-electric.com

text/html

Inactive Link Not Archived

 MISC download.schneider-electric.com/files?
p_enDocType=Technical+leaflet&p_File_Name=SEVD-2018-
095-
01+Security+Notification+Umotion+V1.1.pdf&p_Doc_Ref=SEVD-
2018-095-01

HPE Support document - HPE Support
Center

h20566.www2.hpe.com

text/html

 CONFIRM h20566.www2.hpe.com/hpsc/doc/public/display?
docLocale=en_US&docId=emr_na-hpesbns03755en_us

Samba CVE-2017-7494 Remote Code
Execution Vulnerability

Third Party Advisory

VDB Entry

cve.report (archive)

text/html

 BID 98636

CVE-2017-7494 Samba Remote Code
Execution Vulnerability in StorageGRID
Products | NetApp Product Security

security.netapp.com

text/html

 CONFIRM security.netapp.com/advisory/ntap-20170524-
0001/

Samba: Multiple vulnerabilities (GLSA
201805-07) — Gentoo Security

security.gentoo.org

text/html

 GENTOO GLSA-201805-07

Samba smbd Named Pipe Validation
Flaw Lets Remote Authenticated Users
Execute Arbitrary Code on the Target
System - SecurityTracker

www.securitytracker.com

text/html

 SECTRACK 1038552

Samba - Security Announcement
Archive

Patch

Vendor Advisory

www.samba.org

text/html

 CONFIRM www.samba.org/samba/security/CVE-2017-
7494.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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378175 Virtuozzo Linux Security Update for samba4-common (VZLSA-2017:1271)

378209 Virtuozzo Linux Security Update for samba-domainjoin-gui (VZLSA-2017:1270)

Exploit/POC from Github

Proof-of-Concept exploit for CVE-2017-7494(Samba RCE from a writable share)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Debian Debian Linux 8.0 All All All

Application Samba Samba All All All All

Application Samba Samba 3.5.0 All All All

Application Samba Samba 3.5.1 All All All

Application Samba Samba 3.5.10 All All All

Application Samba Samba 3.5.11 All All All

Application Samba Samba 3.5.12 All All All

Application Samba Samba 3.5.13 All All All

Application Samba Samba 3.5.14 All All All

Application Samba Samba 3.5.15 All All All

Application Samba Samba 3.5.16 All All All

Application Samba Samba 3.5.17 All All All

Application Samba Samba 3.5.18 All All All

Application Samba Samba 3.5.19 All All All

Application Samba Samba 3.5.2 All All All

Application Samba Samba 3.5.20 All All All

Application Samba Samba 3.5.21 All All All

Application Samba Samba 3.5.22 All All All

Application Samba Samba 3.5.3 All All All

Application Samba Samba 3.5.4 All All All

Application Samba Samba 3.5.5 All All All

Application Samba Samba 3.5.6 All All All

Application Samba Samba 3.5.7 All All All

Application Samba Samba 3.5.8 All All All

Application Samba Samba 3.5.9 All All All

Application Samba Samba 3.6.0 All All All

Application Samba Samba 3.6.1 All All All
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Application Samba Samba 3.6.1 All All All

Application Samba Samba 3.6.10 All All All

Application Samba Samba 3.6.11 All All All

Application Samba Samba 3.6.12 All All All

Application Samba Samba 3.6.13 All All All

Application Samba Samba 3.6.14 All All All

Application Samba Samba 3.6.15 All All All

Application Samba Samba 3.6.16 All All All

Application Samba Samba 3.6.17 All All All

Application Samba Samba 3.6.18 All All All

Application Samba Samba 3.6.19 All All All

Application Samba Samba 3.6.2 All All All

Application Samba Samba 3.6.20 All All All

Application Samba Samba 3.6.21 All All All

Application Samba Samba 3.6.22 All All All

Application Samba Samba 3.6.23 All All All

Application Samba Samba 3.6.24 All All All

Application Samba Samba 3.6.25 All All All

Application Samba Samba 3.6.3 All All All

Application Samba Samba 3.6.4 All All All

Application Samba Samba 3.6.5 All All All

Application Samba Samba 3.6.6 All All All

Application Samba Samba 3.6.7 All All All

Application Samba Samba 3.6.8 All All All

Application Samba Samba 3.6.9 All All All

Application Samba Samba 4.0.0 All All All

Application Samba Samba 4.0.1 All All All

Application Samba Samba 4.0.10 All All All

Application Samba Samba 4.0.11 All All All

Application Samba Samba 4.0.12 All All All

Application Samba Samba 4.0.13 All All All

Application Samba Samba 4.0.14 All All All

Application Samba Samba 4.0.15 All All All

Application Samba Samba 4.0.16 All All All

Application Samba Samba 4.0.17 All All All

Application Samba Samba 4.0.18 All All All
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Application Samba Samba 4.0.19 All All All

Application Samba Samba 4.0.2 All All All

Application Samba Samba 4.0.20 All All All

Application Samba Samba 4.0.21 All All All

Application Samba Samba 4.0.22 All All All

Application Samba Samba 4.0.23 All All All

Application Samba Samba 4.0.24 All All All

Application Samba Samba 4.0.25 All All All

Application Samba Samba 4.0.26 All All All

Application Samba Samba 4.0.3 All All All

Application Samba Samba 4.0.4 All All All

Application Samba Samba 4.0.5 All All All

Application Samba Samba 4.0.6 All All All

Application Samba Samba 4.0.7 All All All

Application Samba Samba 4.0.8 All All All

Application Samba Samba 4.0.9 All All All

Application Samba Samba 4.1.0 All All All

Application Samba Samba 4.1.1 All All All

Application Samba Samba 4.1.10 All All All

Application Samba Samba 4.1.11 All All All

Application Samba Samba 4.1.12 All All All

Application Samba Samba 4.1.13 All All All

Application Samba Samba 4.1.14 All All All

Application Samba Samba 4.1.15 All All All

Application Samba Samba 4.1.16 All All All

Application Samba Samba 4.1.17 All All All

Application Samba Samba 4.1.18 All All All

Application Samba Samba 4.1.19 All All All

Application Samba Samba 4.1.2 All All All

Application Samba Samba 4.1.20 All All All

Application Samba Samba 4.1.21 All All All

Application Samba Samba 4.1.22 All All All

Application Samba Samba 4.1.23 All All All

Application Samba Samba 4.1.3 All All All

Application Samba Samba 4.1.4 All All All

Application Samba Samba 4.1.5 All All All
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Application Samba Samba 4.1.5 All All All

Application Samba Samba 4.1.6 All All All

Application Samba Samba 4.1.7 All All All

Application Samba Samba 4.1.8 All All All

Application Samba Samba 4.1.9 All All All

Application Samba Samba 4.2.0 rc1 All All

Application Samba Samba 4.2.0 rc2 All All

Application Samba Samba 4.2.0 rc3 All All

Application Samba Samba 4.2.0 rc4 All All

Application Samba Samba 4.2.1 All All All

Application Samba Samba 4.2.10 All All All

Application Samba Samba 4.2.11 All All All

Application Samba Samba 4.2.12 All All All

Application Samba Samba 4.2.13 All All All

Application Samba Samba 4.2.14 All All All

Application Samba Samba 4.2.2 All All All

Application Samba Samba 4.2.3 All All All

Application Samba Samba 4.2.4 All All All

Application Samba Samba 4.2.5 All All All

Application Samba Samba 4.2.6 All All All

Application Samba Samba 4.2.7 All All All

Application Samba Samba 4.2.8 All All All

Application Samba Samba 4.2.9 All All All

Application Samba Samba 4.3.0 All All All

Application Samba Samba 4.3.1 All All All

Application Samba Samba 4.3.10 All All All

Application Samba Samba 4.3.11 All All All

Application Samba Samba 4.3.2 All All All

Application Samba Samba 4.3.3 All All All

Application Samba Samba 4.3.4 All All All

Application Samba Samba 4.3.5 All All All

Application Samba Samba 4.3.6 All All All

Application Samba Samba 4.3.7 All All All

Application Samba Samba 4.3.8 All All All

Application Samba Samba 4.3.9 All All All

Application Samba Samba 4.4.0 rc1 All All
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Application Samba Samba 4.4.0 rc1 All All

Application Samba Samba 4.4.0 rc2 All All

Application Samba Samba 4.4.0 rc3 All All

Application Samba Samba 4.4.1 All All All

Application Samba Samba 4.4.10 All All All

Application Samba Samba 4.4.11 All All All

Application Samba Samba 4.4.12 All All All

Application Samba Samba 4.4.13 All All All

Application Samba Samba 4.4.2 All All All

Application Samba Samba 4.4.3 All All All

Application Samba Samba 4.4.4 All All All

Application Samba Samba 4.4.5 All All All

Application Samba Samba 4.4.6 All All All

Application Samba Samba 4.4.7 All All All

Application Samba Samba 4.4.8 All All All

Application Samba Samba 4.4.9 All All All

Application Samba Samba 4.5.0 All All All

Application Samba Samba 4.5.1 All All All

Application Samba Samba 4.5.2 All All All

Application Samba Samba 4.5.3 All All All

Application Samba Samba 4.5.4 All All All

Application Samba Samba 4.5.5 All All All

Application Samba Samba 4.5.6 All All All

Application Samba Samba 4.5.7 All All All

Application Samba Samba 4.5.8 All All All

Application Samba Samba 4.5.9 All All All

Application Samba Samba 4.6.0 All All All

Application Samba Samba 4.6.1 All All All

Application Samba Samba 4.6.2 All All All

Application Samba Samba 4.6.3 All All All

Application Samba Samba 4.6.5 All All All

Application Samba Samba 3.5.0 All All All

Application Samba Samba 3.5.1 All All All

Application Samba Samba 3.5.10 All All All

Application Samba Samba 3.5.11 All All All

Application Samba Samba 3.5.12 All All All
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Application Samba Samba 3.5.13 All All All

Application Samba Samba 3.5.14 All All All

Application Samba Samba 3.5.15 All All All

Application Samba Samba 3.5.16 All All All

Application Samba Samba 3.5.17 All All All

Application Samba Samba 3.5.18 All All All

Application Samba Samba 3.5.19 All All All

Application Samba Samba 3.5.2 All All All

Application Samba Samba 3.5.20 All All All

Application Samba Samba 3.5.21 All All All

Application Samba Samba 3.5.22 All All All

Application Samba Samba 3.5.3 All All All

Application Samba Samba 3.5.4 All All All

Application Samba Samba 3.5.5 All All All

Application Samba Samba 3.5.6 All All All

Application Samba Samba 3.5.7 All All All

Application Samba Samba 3.5.8 All All All

Application Samba Samba 3.5.9 All All All

Application Samba Samba 3.6.0 All All All

Application Samba Samba 3.6.1 All All All

Application Samba Samba 3.6.10 All All All

Application Samba Samba 3.6.11 All All All

Application Samba Samba 3.6.12 All All All

Application Samba Samba 3.6.13 All All All

Application Samba Samba 3.6.14 All All All

Application Samba Samba 3.6.15 All All All

Application Samba Samba 3.6.16 All All All

Application Samba Samba 3.6.17 All All All

Application Samba Samba 3.6.18 All All All

Application Samba Samba 3.6.19 All All All

Application Samba Samba 3.6.2 All All All

Application Samba Samba 3.6.20 All All All

Application Samba Samba 3.6.21 All All All

Application Samba Samba 3.6.22 All All All

Application Samba Samba 3.6.23 All All All

Application Samba Samba 3.6.24 All All All
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Application Samba Samba 3.6.24 All All All

Application Samba Samba 3.6.25 All All All

Application Samba Samba 3.6.3 All All All

Application Samba Samba 3.6.4 All All All

Application Samba Samba 3.6.5 All All All

Application Samba Samba 3.6.6 All All All

Application Samba Samba 3.6.7 All All All

Application Samba Samba 3.6.8 All All All

Application Samba Samba 3.6.9 All All All

Application Samba Samba 4.0.0 All All All

Application Samba Samba 4.0.1 All All All

Application Samba Samba 4.0.10 All All All

Application Samba Samba 4.0.11 All All All

Application Samba Samba 4.0.12 All All All

Application Samba Samba 4.0.13 All All All

Application Samba Samba 4.0.14 All All All

Application Samba Samba 4.0.15 All All All

Application Samba Samba 4.0.16 All All All

Application Samba Samba 4.0.17 All All All

Application Samba Samba 4.0.18 All All All

Application Samba Samba 4.0.19 All All All

Application Samba Samba 4.0.2 All All All

Application Samba Samba 4.0.20 All All All

Application Samba Samba 4.0.21 All All All

Application Samba Samba 4.0.22 All All All

Application Samba Samba 4.0.23 All All All

Application Samba Samba 4.0.24 All All All

Application Samba Samba 4.0.25 All All All

Application Samba Samba 4.0.26 All All All

Application Samba Samba 4.0.3 All All All

Application Samba Samba 4.0.4 All All All

Application Samba Samba 4.0.5 All All All

Application Samba Samba 4.0.6 All All All

Application Samba Samba 4.0.7 All All All

Application Samba Samba 4.0.8 All All All

Application Samba Samba 4.0.9 All All All
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Application Samba Samba 4.1.0 All All All

Application Samba Samba 4.1.1 All All All

Application Samba Samba 4.1.10 All All All

Application Samba Samba 4.1.11 All All All

Application Samba Samba 4.1.12 All All All

Application Samba Samba 4.1.13 All All All

Application Samba Samba 4.1.14 All All All

Application Samba Samba 4.1.15 All All All

Application Samba Samba 4.1.16 All All All

Application Samba Samba 4.1.17 All All All

Application Samba Samba 4.1.18 All All All

Application Samba Samba 4.1.19 All All All

Application Samba Samba 4.1.2 All All All

Application Samba Samba 4.1.20 All All All

Application Samba Samba 4.1.21 All All All

Application Samba Samba 4.1.22 All All All

Application Samba Samba 4.1.23 All All All

Application Samba Samba 4.1.3 All All All

Application Samba Samba 4.1.4 All All All

Application Samba Samba 4.1.5 All All All

Application Samba Samba 4.1.6 All All All

Application Samba Samba 4.1.7 All All All

Application Samba Samba 4.1.8 All All All

Application Samba Samba 4.1.9 All All All

Application Samba Samba 4.2.0 rc1 All All

Application Samba Samba 4.2.0 rc2 All All

Application Samba Samba 4.2.0 rc3 All All

Application Samba Samba 4.2.0 rc4 All All

Application Samba Samba 4.2.1 All All All

Application Samba Samba 4.2.10 All All All

Application Samba Samba 4.2.11 All All All

Application Samba Samba 4.2.12 All All All

Application Samba Samba 4.2.13 All All All

Application Samba Samba 4.2.14 All All All

Application Samba Samba 4.2.2 All All All
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Application Samba Samba 4.2.3 All All All

Application Samba Samba 4.2.4 All All All

Application Samba Samba 4.2.5 All All All

Application Samba Samba 4.2.6 All All All

Application Samba Samba 4.2.7 All All All

Application Samba Samba 4.2.8 All All All

Application Samba Samba 4.2.9 All All All

Application Samba Samba 4.3.0 All All All

Application Samba Samba 4.3.1 All All All

Application Samba Samba 4.3.10 All All All

Application Samba Samba 4.3.11 All All All

Application Samba Samba 4.3.2 All All All

Application Samba Samba 4.3.3 All All All

Application Samba Samba 4.3.4 All All All

Application Samba Samba 4.3.5 All All All

Application Samba Samba 4.3.6 All All All

Application Samba Samba 4.3.7 All All All

Application Samba Samba 4.3.8 All All All

Application Samba Samba 4.3.9 All All All

Application Samba Samba 4.4.0 rc1 All All

Application Samba Samba 4.4.0 rc2 All All

Application Samba Samba 4.4.0 rc3 All All

Application Samba Samba 4.4.1 All All All

Application Samba Samba 4.4.10 All All All

Application Samba Samba 4.4.11 All All All

Application Samba Samba 4.4.12 All All All

Application Samba Samba 4.4.13 All All All

Application Samba Samba 4.4.2 All All All

Application Samba Samba 4.4.3 All All All

Application Samba Samba 4.4.4 All All All

Application Samba Samba 4.4.5 All All All

Application Samba Samba 4.4.6 All All All

Application Samba Samba 4.4.7 All All All

Application Samba Samba 4.4.8 All All All

Application Samba Samba 4.4.9 All All All

Application Samba Samba 4.5.0 All All All
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Application Samba Samba 4.5.0 All All All

Application Samba Samba 4.5.1 All All All

Application Samba Samba 4.5.2 All All All

Application Samba Samba 4.5.3 All All All

Application Samba Samba 4.5.4 All All All

Application Samba Samba 4.5.5 All All All

Application Samba Samba 4.5.6 All All All

Application Samba Samba 4.5.7 All All All

Application Samba Samba 4.5.8 All All All

Application Samba Samba 4.5.9 All All All

Application Samba Samba 4.6.0 All All All

Application Samba Samba 4.6.1 All All All

Application Samba Samba 4.6.2 All All All

Application Samba Samba 4.6.3 All All All

Application Samba Samba 4.6.5 All All All

cpe:2.3:o:debian:debian_linux:8.0:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:*:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.0:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.1:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.10:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.11:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.12:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.13:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.14:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.15:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.16:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.17:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.18:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.19:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.2:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.20:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.21:*:*:*:*:*:*:*:
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cpe:2.3:a:samba:samba:3.5.22:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.3:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.4:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.5:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.6:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.7:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.8:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.9:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.0:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.1:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.10:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.11:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.12:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.13:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.14:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.15:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.16:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.17:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.18:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.19:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.2:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.20:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.21:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.22:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.23:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.24:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.25:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.3:*:*:*:*:*:*:*:



cpe:2.3:a:samba:samba:3.6.4:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.5:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.6:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.7:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.8:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.9:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.11:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.12:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.13:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.14:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.15:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.16:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.17:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.18:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.19:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.20:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.21:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.22:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.23:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.24:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.25:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.26:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.5:*:*:*:*:*:*:*:



cpe:2.3:a:samba:samba:4.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.10:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.11:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.12:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.13:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.14:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.15:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.16:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.17:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.18:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.19:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.20:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.21:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.22:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.23:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.7:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.8:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.9:*:*:*:*:*:*:*:



cpe:2.3:a:samba:samba:4.2.0:rc1:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.0:rc3:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.0:rc4:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.10:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.11:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.12:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.13:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.14:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.4:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.5:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.7:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.8:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.9:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.0:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.10:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.11:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.2:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.3:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.4:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.5:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.6:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.7:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.8:*:*:*:*:*:*:*:



cpe:2.3:a:samba:samba:4.3.8:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.9:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.0:rc1:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.0:rc3:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.1:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.10:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.11:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.12:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.13:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.2:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.3:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.4:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.5:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.6:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.7:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.8:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.9:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.0:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.1:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.2:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.3:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.4:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.5:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.6:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.7:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.8:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.9:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.6.0:*:*:*:*:*:*:*:



cpe:2.3:a:samba:samba:4.6.1:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.6.2:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.6.3:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.6.5:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.0:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.1:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.10:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.11:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.12:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.13:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.14:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.15:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.16:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.17:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.18:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.19:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.2:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.20:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.21:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.22:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.3:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.4:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.5:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.6:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.7:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.8:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.5.9:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.0:*:*:*:*:*:*:*:



cpe:2.3:a:samba:samba:3.6.1:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.10:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.11:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.12:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.13:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.14:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.15:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.16:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.17:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.18:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.19:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.2:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.20:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.21:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.22:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.23:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.24:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.25:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.3:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.4:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.5:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.6:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.7:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.8:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:3.6.9:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.11:*:*:*:*:*:*:*:



cpe:2.3:a:samba:samba:4.0.12:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.13:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.14:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.15:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.16:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.17:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.18:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.19:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.20:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.21:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.22:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.23:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.24:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.25:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.26:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.10:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.11:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.12:*:*:*:*:*:*:*:



cpe:2.3:a:samba:samba:4.1.13:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.14:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.15:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.16:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.17:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.18:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.19:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.20:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.21:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.22:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.23:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.7:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.8:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.1.9:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.0:rc1:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.0:rc3:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.0:rc4:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.10:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.11:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.12:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.13:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.14:*:*:*:*:*:*:*:



cpe:2.3:a:samba:samba:4.2.14:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.4:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.5:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.7:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.8:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.2.9:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.0:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.10:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.11:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.2:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.3:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.4:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.5:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.6:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.7:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.8:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.3.9:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.0:rc1:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.0:rc3:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.1:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.10:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.11:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.12:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.13:*:*:*:*:*:*:*:



No vendor comments have been submitted for this CVE
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@__kokumoto
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22:55:25

cpe:2.3:a:samba:samba:4.4.2:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.3:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.4:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.5:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.6:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.7:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.8:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.4.9:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.0:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.1:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.2:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.3:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.4:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.5:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.6:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.7:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.8:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.5.9:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.6.0:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.6.1:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.6.2:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.6.3:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.6.5:*:*:*:*:*:*:*:

https://twitter.com/i/web/status/1641574880922710016
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