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/

MITRE

CVE-2017-7505
PUBLIC

secalert@redhat.com

CVE-2017-7505

NVD

CVE.ORG

CVE Program / NVD first with legacy fallback

2017-05-26 16:29:00 UTC

2019-10-09 23:29:00 UTC

Foreman since version 1.5 is vulnerable to an incorrect authorization check due to which users with user management pern
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Application Theforeman Foreman 1.6.0 rci All All
Application Theforeman Foreman 1.6.0 rc2 All All
Application Theforeman Foreman 1.6.1 All All All
Application Theforeman Foreman 1.6.3 All All All
Application Theforeman Foreman 1.7.0 All All All
Application Theforeman Foreman 1.7.0 rci All All
Application Theforeman Foreman 1.7.0 rc2 All All
Application Theforeman Foreman 1.7.1 All All All
Application Theforeman Foreman 1.7.2 All All All
Application Theforeman Foreman 1.7.3 All All All
Application Theforeman Foreman 1.7.4 All All All
Application Theforeman Foreman 1.7.5 All All All
Application Theforeman Foreman 1.8.0 All All All
Application Theforeman Foreman 1.8.0 rci All All
Application Theforeman Foreman 1.8.0 rc2 All All
Application Theforeman Foreman 1.8.0 rc3 All All
Application Theforeman Foreman 1.8.1 All All All
Application Theforeman Foreman 1.8.2 All All All
Application Theforeman Foreman 1.8.3 All All All
Application Theforeman Foreman 1.8.4 All All All
Application Theforeman Foreman 1.9.0 All All All
Application Theforeman Foreman 1.9.0 rci All All
Application Theforeman Foreman 1.9.0 rc2 All All
Application Theforeman Foreman 1.9.0 rc3 All All
Application Theforeman Foreman 1.9.1 All All All
Application Theforeman Foreman 1.9.2 All All All
Application Theforeman Foreman 1.9.3 All All All
Reference

Foreman CVE-2017-7505 Remote Privilege Escalation Vulnerability

Bug #19612: CVE-2017-7505: User scoped in organization with permissions for user management can manage administrators that are not as:
Fixes #19612 - CVE-2017-7505 don't expose admin to taxed users by ares - Pull Request #4545 - theforeman/foreman - GitHub

CVE Program record

NVD vulnerability detail

1
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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