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CVE CVE-2017-7525
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-06 15:29:00 UTC
Updated 2023-11-07 02:50:00 UTC
Description A deserialization flaw was discovered in the jackson-databind, versions before 2.6.7.1, 2.7.9.1 and 2.8.9, which could allow

/ |

1|

Risk And Classification

Problem Types: CWE-184

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Struts All All All All
Operating System  Debian Debian Linux 8.0 All All All
Operating System  Debian Debian Linux 9.0 All All All
Operating System  Debian Debian Linux 8.0 All All All
Operating System  Debian Debian Linux 9.0 All All All
Application Fasterxml Jackson-databind All All All All
Application Fasterxml Jackson-databind 2.9.0 prereleasel All All
Application Fasterxml Jackson-databind 2.9.0 prerelease2 All All
Application Fasterxml Jackson-databind All All All All
Application Fasterxml Jackson-databind 2.9.0 prereleasel  All All
Application Fasterxml Jackson-databind 2.9.0 prerelease2 All All
Application Netapp Oncommand Balance - All All All
Application Netapp Oncommand Balance - All All All
Application Netapp Oncommand Performance Manager - All All All
Application Netapp Oncommand Performance Manager - All All All
Application Netapp Oncommand Performance Manager - All All All
Application Netapp Oncommand Performance Manager - All All All
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Debian -- Security Information -- DSA-4004-1 jackson-databind

Red Hat Enterprise Virtualization Multiple Flaws Let Remote Users Execute Arbitrary Code and Local Users Determine Passwords and Gain E
Red Hat Customer Portal

Pony Mail!

FasterXML Jackson-databind CVE-2017-7525 Deserialization Remote Code Execution Vulnerability

Pony Mail!

Pony Mail!

Bug 1462702 — CVE-2017-7525 jackson-databind: Deserialization vulnerability via readValue method of ObjectMapper
Pony Mail!

Pony Mail!

Oracle Critical Patch Update Advisory - April 2019

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

980649 Java (maven) Security Update for com.fasterxml.jackson.core:jackson-databind (GHSA-gxxx-2pp7-5hmx)
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