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Summary

CVE CVE-2017-7525

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-06 15:29:00 UTC

Updated 2023-11-07 02:50:00 UTC

Description A deserialization flaw was discovered in the jackson-databind, versions before 2.6.7.1, 2.7.9.1 and 2.8.9, which could allow an unauthenticated user to perform code execution by sending the maliciously crafted input to the readValue method of the ObjectMapper.

Risk And Classification

Problem Types: CWE-184

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Struts All All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Fasterxml Jackson-databind All All All All

Application Fasterxml Jackson-databind 2.9.0 prerelease1 All All

Application Fasterxml Jackson-databind 2.9.0 prerelease2 All All

Application Fasterxml Jackson-databind All All All All

Application Fasterxml Jackson-databind 2.9.0 prerelease1 All All

Application Fasterxml Jackson-databind 2.9.0 prerelease2 All All

Application Netapp Oncommand Balance - All All All

Application Netapp Oncommand Balance - All All All

Application Netapp Oncommand Performance Manager - All All All

Application Netapp Oncommand Performance Manager - All All All

Application Netapp Oncommand Performance Manager - All All All

Application Netapp Oncommand Performance Manager - All All All
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Application Netapp Oncommand Performance Manager - All All All

Application Netapp Oncommand Shift - All All All

Application Netapp Oncommand Shift - All All All

Application Netapp Snapcenter - All All All

Application Netapp Snapcenter - All All All

Application Oracle Banking Platform 2.5.0 All All All

Application Oracle Banking Platform 2.6.0 All All All

Application Oracle Banking Platform 2.6.1 All All All

Application Oracle Banking Platform 2.6.2 All All All

Application Oracle Banking Platform 2.5.0 All All All

Application Oracle Banking Platform 2.6.0 All All All

Application Oracle Banking Platform 2.6.1 All All All

Application Oracle Banking Platform 2.6.2 All All All

Application Oracle Communications Billing And Revenue Management 12.0 All All All

Application Oracle Communications Billing And Revenue Management 7.5 All All All

Application Oracle Communications Billing And Revenue Management 12.0 All All All

Application Oracle Communications Billing And Revenue Management 7.5 All All All

Application Oracle Communications Communications Policy Management All All All All

Application Oracle Communications Diameter Signaling Route All All All All

Application Oracle Communications Diameter Signaling Route All All All All

Application Oracle Communications Instant Messaging Server 10.0.1 All All All

Application Oracle Communications Instant Messaging Server 10.0.1.2.0 All All All

Application Oracle Communications Instant Messaging Server 10.0.1 All All All

Application Oracle Communications Instant Messaging Server 10.0.1.2.0 All All All

Application Oracle Enterprise Manager For Virtualization 13.2.2 All All All

Application Oracle Enterprise Manager For Virtualization 13.2.3 All All All

Application Oracle Enterprise Manager For Virtualization 13.3.1 All All All

Application Oracle Enterprise Manager For Virtualization 13.2.2 All All All

Application Oracle Enterprise Manager For Virtualization 13.2.3 All All All

Application Oracle Enterprise Manager For Virtualization 13.3.1 All All All

Application Oracle Financial Services Analytical Applications Infrastructure 8.0.2.0.0 All All All

Application Oracle Financial Services Analytical Applications Infrastructure 8.0.3.0.0 All All All

Application Oracle Financial Services Analytical Applications Infrastructure 8.0.4.0.0 All All All

Application Oracle Financial Services Analytical Applications Infrastructure 8.0.5.0.0 All All All

Application Oracle Financial Services Analytical Applications Infrastructure 8.0.6.0.0 All All All

Application Oracle Financial Services Analytical Applications Infrastructure 8.0.7.0.0 All All All

http://cve.report/vendor/netapp
http://cve.report/software/netapp/oncommand_shift
http://cve.report/vendor/netapp
http://cve.report/software/netapp/oncommand_shift
http://cve.report/vendor/netapp
http://cve.report/software/netapp/snapcenter
http://cve.report/vendor/netapp
http://cve.report/software/netapp/snapcenter
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_platform
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_platform
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_platform
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_platform
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_platform
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_platform
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_platform
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_platform
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_billing_and_revenue_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_billing_and_revenue_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_billing_and_revenue_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_billing_and_revenue_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_communications_policy_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_diameter_signaling_route
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_diameter_signaling_route
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_instant_messaging_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_instant_messaging_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_instant_messaging_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_instant_messaging_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_for_virtualization
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_for_virtualization
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_for_virtualization
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_for_virtualization
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_for_virtualization
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_for_virtualization
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_analytical_applications_infrastructure
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_analytical_applications_infrastructure
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_analytical_applications_infrastructure
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_analytical_applications_infrastructure
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_analytical_applications_infrastructure
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_analytical_applications_infrastructure


Application Oracle Financial Services Analytical Applications Infrastructure 8.0.2.0.0 All All All

Application Oracle Financial Services Analytical Applications Infrastructure 8.0.3.0.0 All All All

Application Oracle Financial Services Analytical Applications Infrastructure 8.0.4.0.0 All All All

Application Oracle Financial Services Analytical Applications Infrastructure 8.0.5.0.0 All All All

Application Oracle Financial Services Analytical Applications Infrastructure 8.0.6.0.0 All All All

Application Oracle Financial Services Analytical Applications Infrastructure 8.0.7.0.0 All All All

Application Oracle Global Lifecycle Management Opatchauto All All All All

Application Oracle Global Lifecycle Management Opatchauto All All All All

Application Oracle Primavera Unifier 16.1 All All All

Application Oracle Primavera Unifier 16.2 All All All

Application Oracle Primavera Unifier 18.8 All All All

Application Oracle Primavera Unifier 16.1 All All All

Application Oracle Primavera Unifier 16.2 All All All

Application Oracle Primavera Unifier 18.8 All All All

Application Oracle Primavera Unifier All All All All

Application Oracle Utilities Advanced Spatial And Operational Analytics 2.7.0.1 All All All

Application Oracle Utilities Advanced Spatial And Operational Analytics 2.7.0.1 All All All

Application Oracle Webcenter Portal 12.2.1.3.0 All All All

Application Oracle Webcenter Portal 12.2.1.3.0 All All All

Operating System Redhat Enterprise Linux Server 5.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 5.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Application Redhat Jboss Enterprise Application Platform 6.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 6.4.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.1 All All All

Application Redhat Jboss Enterprise Application Platform 6.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 6.4.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.1 All All All

Application Redhat Openshift Container Platform 3.11 All All All

Application Redhat Openshift Container Platform 4.1 All All All

Application Redhat Openshift Container Platform 3.11 All All All
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Application Redhat Openshift Container Platform 3.11 All All All

Application Redhat Openshift Container Platform 4.1 All All All

Application Redhat Virtualization 4.0 All All All

Application Redhat Virtualization 4.0 All All All

Application Redhat Virtualization Host 4.0 All All All

Application Redhat Virtualization Host 4.0 All All All
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No vendor comments have been submitted for this CVE.
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980649 Java (maven) Security Update for com.fasterxml.jackson.core:jackson-databind (GHSA-qxxx-2pp7-5hmx)

https://access.redhat.com/errata/RHSA-2017:1837
https://www.debian.org/security/2017/dsa-4004
http://www.securitytracker.com/id/1039744
https://access.redhat.com/errata/RHSA-2017:1835
https://lists.apache.org/thread.html/4641ed8616ccc2c1fbddac2c3dc9900c96387bc226eaf0232d61909b@%253Ccommits.cassandra.apache.org%253E
http://www.securityfocus.com/bid/99623
https://lists.apache.org/thread.html/r68acf97f4526ba59a33cc6e592261ea4f85d890f99e79c82d57dd589%2540%253Cissues.spark.apache.org%253E
https://lists.apache.org/thread.html/f095a791bda6c0595f691eddd0febb2d396987eec5cbd29120d8c629@%253Csolr-user.lucene.apache.org%253E
https://bugzilla.redhat.com/show_bug.cgi?id=1462702
https://lists.apache.org/thread.html/r42ac3e39e6265db12d9fc6ae1cd4b5fea7aed9830dc6f6d58228fed7@%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/b1f33fe5ade396bb903fdcabe9f243f7692c7dfce5418d3743c2d346@%253Cdev.lucene.apache.org%253E
https://www.oracle.com/technetwork/security-advisory/cpuapr2019-5072813.html
https://www.cve.org/CVERecord?id=CVE-2017-7525
https://nvd.nist.gov/vuln/detail/CVE-2017-7525
http://cve.report/qid/980649
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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