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Summary

CVE CVE-2017-7526

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-26 13:29:00 UTC

Updated 2023-11-07 02:50:00 UTC

Description libgcrypt before version 1.7.8 is vulnerable to a cache side-channel attack resulting into a complete break of RSA-1024 while using the left-to-right method for computing the sliding-window expansion. The same attack is believed to work on RSA-2048 with moderately more computation. This side-channel requires that attacker can run arbitrary software on the hardware where the private RSA key is used.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Gnupg Libgcrypt All All All All

Application Gnupg Libgcrypt All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

500359 Alpine Linux Security Update for gnupg1

671105 EulerOS Security Update for libgcrypt (EulerOS-SA-2019-2205)

https://git.gnupg.org/cgi-bin/gitweb.cgi?p=libgcrypt.git;a=commit;h=e6a3dc9900433bbc8ad362a595a3837318c28fa9
https://www.debian.org/security/2017/dsa-3901
https://git.gnupg.org/cgi-bin/gitweb.cgi?p=libgcrypt.git%253Ba=commit%253Bh=78130828e9a140a9de4dafadbc844dbb64cb709a
https://usn.ubuntu.com/3733-1/
https://git.gnupg.org/cgi-bin/gitweb.cgi?p=libgcrypt.git;a=commit;h=8725c99ffa41778f382ca97233183bcd687bb0ce
https://usn.ubuntu.com/3733-2/
https://git.gnupg.org/cgi-bin/gitweb.cgi?p=libgcrypt.git%253Ba=commit%253Bh=e6a3dc9900433bbc8ad362a595a3837318c28fa9
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2017-7526
https://git.gnupg.org/cgi-bin/gitweb.cgi?p=libgcrypt.git%253Ba=commit%253Bh=8725c99ffa41778f382ca97233183bcd687bb0ce
https://lists.gnupg.org/pipermail/gnupg-announce/2017q2/000408.html
http://www.securityfocus.com/bid/99338
https://www.debian.org/security/2017/dsa-3960
http://www.securitytracker.com/id/1038915
https://www.cve.org/CVERecord?id=CVE-2017-7526
https://nvd.nist.gov/vuln/detail/CVE-2017-7526
http://cve.report/qid/500359
http://cve.report/qid/671105
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2017-7526
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


