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Summary

CVE CVE-2017-7535

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-26 13:29:00 UTC

Updated 2019-10-09 23:29:00 UTC

Description foreman before version 1.16.0 is vulnerable to a stored XSS in organizations/locations assignment to hosts. Exploiting this requires a user to actively assign hosts to an organization that contains html in its name which is visible to the user prior to taking action.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Theforeman Foreman All All All All

Application Theforeman Foreman All All All All

References

Reference Source Link Tags

oss-sec: Foreman 1.1+ stored XSS in organizations/locations assignment to hosts MLIST seclists.org Mailing List, Patch, Third Party Advisory

Foreman CVE-2017-7535 Cross Site Scripting Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

1463300 – (CVE-2017-7535) CVE-2017-7535 foreman: XSS in the manage organization page CONFIRM bugzilla.redhat.com Issue Tracking, Third Party Advisory

Bug #20963: CVE-2017-7535: stored XSS in the manage organization page - Foreman CONFIRM projects.theforeman.org Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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