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CVE CVE-2017-7536
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-10 15:29:00 UTC
Updated 2023-11-07 02:50:00 UTC
Description In Hibernate Validator 5.2.x before 5.2.5 final, 5.3.x, and 5.4.x, it was found that when the security manager's reflective perr
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Risk And Classification

Problem Types: CWE-470

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Redhat Enterprise Linux 5.0 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Application Redhat Hibernate Validator All All All All
Application Redhat Hibernate Validator All All All All
Application Redhat Hibernate Validator All All All All
Application Redhat Jboss Enterprise Application Platform 6.0.0 All All All
Application Redhat Jboss Enterprise Application Platform 6.4.0 All All All
Application Redhat Jboss Enterprise Application Platform 7.0 All All All
Application Redhat Jboss Enterprise Application Platform 71 All All All
Application Redhat Satellite 6.4 All All All
Application Redhat Satellite Capsule 6.4 All All All
Application Redhat Virtualization 4.0 All All All
Application Redhat Virtualization Host 4.0 All All All
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1465573 — (CVE-2017-7536) CVE-2017-7536 hibernate-validator: Privilege escalation when running under the security manager
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982289 Java (maven) Security Update for org.hibernate:hibernate-validator (GHSA-xxgp-pcfc-3vgc)
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