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assaomvaceanursceuiuan Gertain versions of Undertow from Redhat contain the foIIowing
: vulnerability:

In Undertow 2.x before 2.0.0.Alpha2, 1.4.x before 1.4.17.Final, and
1.3.x before 1.3.31.Final, it was found that the fix for CVE-2017-2666
was incomplete and invalid characters are still allowed in the query
string and path parameters. This could be exploited, in conjunction with
a proxy that also permitted the invalid characters but with a different
interpretation, to inject data into the HTTP response. By manipulating the HTTP response the
attacker could poison a web-cache, perform an XSS attack, or obtain sensitive information
from requests other than their own.

CVE-2017-7559 has been assigned by & secalert@redhat.com to track the vulnerability - currently rated as severity.
Affected Vendor/Software: 4 Red Hat, Inc. - undertow version 2.x before 2.0.0.Alpha2
Affected Vendor/Software: 4 Red Hat, Inc. - undertow version 1.4.x before 1.4.17.Final

Affected Vendor/Software: 4 Red Hat, Inc. - undertow version 1.3.x before 1.3.31.Final

| CVSS3 Score: (SHEMEDILN)

Attack Attack Privileges User

Vector Complexity Required Interaction
NETWORK Low [ NONE |

Scope Confidentiality Integrity Availability

Impact Impact Impact

NN |
CVSS2 Score: [SBEMEDIUM)

Access Access Authentication

Vector Complexity

[NONE_

Confidentiality Integrity Availability

Imnant Imnant Imnant


https://cve.report/
https://cve.report/CVE-2017-7559/mitre
https://cve.report/CVE-2017-7559/nist
https://cve.report/CVE-2017-7559/cve_org
https://cve.report/CVE-2017-7559.pdf
http://cve.report/software/redhat/undertow
http://cve.report/vendor/redhat
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
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[NONE
CVE References

Description Tags Link

Red Hat Customer Portal & REDHAT RHSA-2017:3455

Red Hat Customer Portal & REDHAT RHSA-2018:1322

Red Hat Customer Portal & REDHAT RHSA-2018:0004

1481665 — (CVE-2017-7559) CVE-2017-7559 undertow: HTTP Request (2) CONFIRM

smuggling vulnerability (incomplete fix of CVE-2017-2666) bugzilla.redhat.com/show_bug.cgi?

id=CVE-2017-7559

Red Hat Customer Portal & REDHAT RHSA-2017:3454

Red Hat Customer Portal & REDHAT RHSA-2018:0005

[UNDERTOW-1251] CVE-2017-2666 wildfly-undertow: undertow: HTTP & CONFIRM

Request smuggling vulnerability due to permitting invalid characters in HTTP issues.jboss.org/browse/UNDERTOW-

requests [eap-7.0.5] - Red Hat Issue Tracker 1251

Red Hat Customer Portal & REDHAT RHSA-2017:3456

Red Hat Customer Portal & REDHAT RHSA-2017:3458

Red Hat Customer Portal & REDHAT RHSA-2018:0003

Red Hat Customer Portal & REDHAT RHSA-2018:0002
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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http://cve.report/glossary/common-cve-tag-descriptions/
https://access.redhat.com/errata/RHSA-2017:3455
https://access.redhat.com/errata/RHSA-2018:1322
https://access.redhat.com/errata/RHSA-2018:0004
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2017-7559
https://access.redhat.com/errata/RHSA-2017:3454
https://access.redhat.com/errata/RHSA-2018:0005
https://issues.jboss.org/browse/UNDERTOW-1251
https://access.redhat.com/errata/RHSA-2017:3456
https://access.redhat.com/errata/RHSA-2017:3458
https://access.redhat.com/errata/RHSA-2018:0003
https://access.redhat.com/errata/RHSA-2018:0002
mailto:%20comment@cve.report
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Application Redhat Undertow All All All All
Application Redhat Undertow 2.0.0 alphat All All
Application Redhat Undertow All All All All
Application Redhat Undertow 2.0.0 alphat All All

No vendor comments have been submitted for this CVE
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