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Summary

CVE CVE-2017-7561

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-13 17:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description Red Hat JBoss EAP version 3.0.7 through before 4.0.0.Beta1 is vulnerable to a server-side cache poisoning or CORS requests in the JAX-RS component resulting in a moderate impact.

Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Jboss Enterprise Application Platform 3.0.7 All All All

Application Redhat Jboss Enterprise Application Platform 3.0.8 All All All

Application Redhat Jboss Enterprise Application Platform 3.1.0 All All All

Application Redhat Jboss Enterprise Application Platform 3.1.1 All All All

Application Redhat Jboss Enterprise Application Platform 3.1.2 All All All

Application Redhat Jboss Enterprise Application Platform 3.1.4 All All All

Application Redhat Jboss Enterprise Application Platform 3.1.5 All All All

Application Redhat Jboss Enterprise Application Platform 3.2.13 All All All

Application Redhat Jboss Enterprise Application Platform 3.2.3 All All All

Application Redhat Jboss Enterprise Application Platform 3.2.4 All All All

Application Redhat Jboss Enterprise Application Platform 3.2.5 All All All

Application Redhat Jboss Enterprise Application Platform 3.2.9 All All All

Application Redhat Jboss Enterprise Application Platform 3.3.0 All All All

Application Redhat Jboss Enterprise Application Platform 3.5.1 All All All

Application Redhat Jboss Enterprise Application Platform 3.0.7 All All All

Application Redhat Jboss Enterprise Application Platform 3.0.8 All All All

Application Redhat Jboss Enterprise Application Platform 3.1.0 All All All
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Application Redhat Jboss Enterprise Application Platform 3.1.0 All All All

Application Redhat Jboss Enterprise Application Platform 3.1.1 All All All

Application Redhat Jboss Enterprise Application Platform 3.1.2 All All All

Application Redhat Jboss Enterprise Application Platform 3.1.4 All All All

Application Redhat Jboss Enterprise Application Platform 3.1.5 All All All

Application Redhat Jboss Enterprise Application Platform 3.2.13 All All All

Application Redhat Jboss Enterprise Application Platform 3.2.3 All All All

Application Redhat Jboss Enterprise Application Platform 3.2.4 All All All

Application Redhat Jboss Enterprise Application Platform 3.2.5 All All All

Application Redhat Jboss Enterprise Application Platform 3.2.9 All All All

Application Redhat Jboss Enterprise Application Platform 3.3.0 All All All

Application Redhat Jboss Enterprise Application Platform 3.5.1 All All All

References

Reference Source

Red Hat Customer Portal REDHAT

Red Hat Customer Portal REDHAT

Red Hat Customer Portal REDHAT

Red Hat Customer Portal REDHAT

Red Hat Customer Portal REDHAT

Red Hat Customer Portal REDHAT

[RESTEASY-1704] CVE-2017-7561 resteasy: Vary header not added by CORS filter leading to cache poisoning - Red Hat Issue Tracker MISC

RedHat RESTEasy CVE-2017-7561 HTTP Header Injection Vulnerability BID

Red Hat Customer Portal REDHAT

Red Hat Customer Portal REDHAT

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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