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Summary

CVE CVE-2017-7574

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-06 21:59:00 UTC

Updated 2022-02-10 07:22:00 UTC

Description Schneider Electric SoMachine Basic 1.4 SP1 and Schneider Electric Modicon TM221CE16R 1.3.3.3 devices have a hardcoded-key vulnerability. The Project Protection feature is used to prevent unauthorized users from opening an XML protected project file, by prompting the user for a password. This XML file is AES-CBC encrypted; however, the key used for encryption (SoMachineBasicSoMachineBasicSoMa) cannot be changed. After decrypting the XML file with this key, the user password can be found in the decrypted data. After reading the user password, the project can be opened and modified with the Schneider product.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Schneider-electric Modicon Tm221ce16r - All All All

Hardware Schneider-electric Modicon Tm221ce16r - All All All

Operating System Schneider-electric Modicon Tm221ce16r Firmware 1.3.3.3 All All All

Operating System Schneider-electric Modicon Tm221ce16r Firmware 1.3.3.3 All All All

Application Schneider-electric Somachine 1.4 sp1 All All

Application Schneider-electric Somachine 1.4 sp1 All All

Application Se Somachine 1.4 sp1 All All

References

Reference Source Link Tags

Schneider Electric SoMachine and Modicon CVE-2017-7574 Security Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

404 Not Found MISC os-s.net Third Party Advisory

download.schneider-electric.com/files CONFIRM download.schneider-electric.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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