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Summary

CVE CVE-2017-7575

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-06 21:59:00 UTC

Updated 2017-04-15 01:59:00 UTC

Description Schneider Electric Modicon TM221CE16R 1.3.3.3 devices allow remote attackers to discover the application-protection password via a \x00\x01\x00\x00\x00\x05\x01\x5a\x00\x03\x00 request to the Modbus port (502/tcp). Subsequently the application may be arbitrarily downloaded, modified, and uploaded.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Schneider-electric Modicon Tm221ce16r - All All All

Hardware Schneider-electric Modicon Tm221ce16r - All All All

Operating System Schneider-electric Modicon Tm221ce16r Firmware 1.3.3.3 All All All

Operating System Schneider-electric Modicon Tm221ce16r Firmware 1.3.3.3 All All All

References

Reference Source Link Tags

404 Not Found MISC os-s.net Exploit, Third Party Advisory

download.schneider-electric.com/files CONFIRM download.schneider-electric.com

Schneider Electric Modicon CVE-2017-7575 Information Disclosure Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590486 Schneider Electric Modicon M221 PLCs Multiple Vulnerabilities(ICSA-17-103-02A)
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https://cve.report/CVE-2017-7575/mitre
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http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/modicon_tm221ce16r_firmware
https://os-s.net/advisories/OSS-2017-01.pdf
http://download.schneider-electric.com/files?p_Doc_Ref=SEVD-2017-097-02
http://www.securityfocus.com/bid/97523
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