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Summary

CVE CVE-2017-7588

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-12 10:59:00 UTC

Updated 2017-08-16 01:29:00 UTC

Description On certain Brother devices, authorization is mishandled by including a valid AuthCookie cookie in the HTTP response to a failed login attempt. Affected models are: MFC-J6973CDW MFC-J4420DW MFC-8710DW MFC-J4620DW MFC-L8850CDW MFC-J3720 MFC-J6520DW MFC-L2740DW MFC-J5910DW MFC-J6920DW MFC-L2700DW MFC-9130CW MFC-9330CDW MFC-9340CDW MFC-J5620DW MFC-J6720DW MFC-L8600CDW MFC-L9550CDW MFC-L2720DW DCP-L2540DW DCP-L2520DW HL-3140CW HL-3170CDW HL-3180CDW HL-L8350CDW HL-L2380DW ADS-2500W ADS-1000W ADS-1500W.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Brother Ads-1000w - All All All

Hardware Brother Ads-1000w - All All All

Hardware Brother Ads-1500w - All All All

Hardware Brother Ads-1500w - All All All

Hardware Brother Ads-2500w - All All All

Hardware Brother Ads-2500w - All All All

Operating System Brother Ads Firmware - All All All

Operating System Brother Ads Firmware - All All All

Hardware Brother Dcp-l2520dw - All All All

Hardware Brother Dcp-l2520dw - All All All

Hardware Brother Dcp-l2540dw - All All All

Hardware Brother Dcp-l2540dw - All All All

Operating System Brother Dcp Firmware - All All All

Operating System Brother Dcp Firmware - All All All

Hardware Brother Hl-3140cw - All All All

Hardware Brother Hl-3140cw - All All All

Hardware Brother Hl-3170cdw - All All All
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Hardware Brother Hl-3170cdw - All All All

Hardware Brother Hl-3170cdw - All All All

Hardware Brother Hl-3180cdw - All All All

Hardware Brother Hl-3180cdw - All All All

Hardware Brother Hl-l2380dw - All All All

Hardware Brother Hl-l2380dw - All All All

Hardware Brother Hl-l8350cdw - All All All

Hardware Brother Hl-l8350cdw - All All All

Operating System Brother Hl Firmware - All All All

Operating System Brother Hl Firmware - All All All

Hardware Brother Mfc-8710dw - All All All

Hardware Brother Mfc-8710dw - All All All

Hardware Brother Mfc-9130cw - All All All

Hardware Brother Mfc-9130cw - All All All

Hardware Brother Mfc-9330cdw - All All All

Hardware Brother Mfc-9330cdw - All All All

Hardware Brother Mfc-9340cdw - All All All

Hardware Brother Mfc-9340cdw - All All All

Hardware Brother Mfc-j3720 - All All All

Hardware Brother Mfc-j3720 - All All All

Hardware Brother Mfc-j4420dw - All All All

Hardware Brother Mfc-j4420dw - All All All

Hardware Brother Mfc-j4620dw - All All All

Hardware Brother Mfc-j4620dw - All All All

Hardware Brother Mfc-j5620dw - All All All

Hardware Brother Mfc-j5620dw - All All All

Hardware Brother Mfc-j5910dw - All All All

Hardware Brother Mfc-j5910dw - All All All

Hardware Brother Mfc-j6520dw - All All All

Hardware Brother Mfc-j6520dw - All All All

Hardware Brother Mfc-j6720dw - All All All

Hardware Brother Mfc-j6720dw - All All All

Hardware Brother Mfc-j6920dw - All All All

Hardware Brother Mfc-j6920dw - All All All

Hardware Brother Mfc-j6973cdw - All All All

Hardware Brother Mfc-j6973cdw - All All All
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Hardware Brother Mfc-l2700dw - All All All

Hardware Brother Mfc-l2700dw - All All All

Hardware Brother Mfc-l2720dw - All All All

Hardware Brother Mfc-l2720dw - All All All

Hardware Brother Mfc-l2740dw - All All All

Hardware Brother Mfc-l2740dw - All All All

Hardware Brother Mfc-l8600cdw - All All All

Hardware Brother Mfc-l8600cdw - All All All

Hardware Brother Mfc-l8850cdw - All All All

Hardware Brother Mfc-l8850cdw - All All All

Hardware Brother Mfc-l9550cdw - All All All

Hardware Brother Mfc-l9550cdw - All All All

Operating System Brother Mfc Firmware - All All All

Operating System Brother Mfc Firmware - All All All

References

Reference Source Link Tags

Brother MFC-J6520DW - Authentication Bypass / Password Change EXPLOIT-DB www.exploit-db.com

CXSecurity - IDS MISC cxsecurity.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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