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Summary

CVE CVE-2017-7649

State PUBLIC

Assigner security@eclipse.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-11 16:29:00 UTC

Updated 2017-09-29 15:04:00 UTC

Description The network enabled distribution of Kura before 2.1.0 takes control over the device's firewall setup but does not allow IPv6 firewall rules to be configured. Still the Equinox console port 5002 is left open, allowing to log into Kura without any user credentials over unencrypted telnet and executing commands using the Equinox "exec" command. As the process is running as "root" full control over the device can be acquired. IPv6 is also left in auto-configuration mode, accepting router advertisements automatically and assigns a MAC address based IPv6 address.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eclipse Kura All All All All

References

Reference Source Link Tags

514681 – (CVE-2017-7649) CVE-2017-7649: Remote code execution vulnerability over IPv6 CONFIRM bugs.eclipse.org Third Party Advisory

[Sec] Kura firewall rules bypassed with IPv6 · Issue #956 · eclipse/kura · GitHub CONFIRM github.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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