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Summary

CVE CVE-2017-7657

State PUBLIC

Assigner security@eclipse.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-26 16:29:00 UTC

Updated 2023-11-07 02:50:00 UTC

Description In Eclipse Jetty, versions 9.2.x and older, 9.3.x (all configurations), and 9.4.x (non-default configuration with RFC2616 compliance enabled), transfer-encoding chunks are handled poorly. The chunk length parsing was vulnerable to an integer overflow. Thus a large chunk size could be interpreted as a smaller chunk size and content sent as chunk body could be interpreted as a pipelined request. If Jetty was deployed behind an intermediary that imposed some authorization and that intermediary allowed arbitrarily large chunks to be passed on unchanged, then this flaw could be used to bypass the authorization imposed by the intermediary as the fake pipelined request would not be interpreted by the intermediary as a request.

Risk And Classification

Problem Types: CWE-190 | CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Eclipse Jetty All All All All

Application Eclipse Jetty All All All All

Application Eclipse Jetty All All All All

Hardware Hp Xp P9000 - All All All

Hardware Hp Xp P9000 - All All All

Application Hp Xp P9000 Command View All All All All

Application Hp Xp P9000 Command View All All All All

Application Netapp E-series Santricity Management - All All All

Application Netapp E-series Santricity Management - All All All

Application Netapp E-series Santricity Os Controller All All All All

Application Netapp E-series Santricity Web Services - All All All

Application Netapp E-series Santricity Web Services - All All All

Application Netapp Element Software - All All All

Application Netapp Element Software - All All All

Application Netapp Element Software Management Node - All All All
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Application Netapp Element Software Management Node - All All All

Application Netapp Element Software Management Node - All All All

Application Netapp Hci Storage Nodes - All All All

Application Netapp Hci Storage Nodes - All All All

Application Netapp Oncommand System Manager 3.x All All All

Application Netapp Oncommand System Manager 3.x All All All

Application Netapp Oncommand Unified Manager All All All All

Application Netapp Oncommand Unified Manager All All All All

Application Netapp Santricity Cloud Connector - All All All

Application Netapp Santricity Cloud Connector - All All All

Application Netapp Snapcenter All All All All

Application Netapp Snapcenter All All All All

Application Netapp Snapmanager All All All All

Application Netapp Snapmanager All All All All

Application Netapp Snapmanager All All All All

Application Netapp Snapmanager All All All All

Application Netapp Snap Creator Framework All All All All

Application Netapp Snap Creator Framework All All All All

Application Oracle Rest Data Services 11.2.0.4 All All All

Application Oracle Rest Data Services 12.1.0.2 All All All

Application Oracle Rest Data Services 12.2.0.1 All All All

Application Oracle Rest Data Services 18c All All All

Application Oracle Rest Data Services 11.2.0.4 All All All

Application Oracle Rest Data Services 12.1.0.2 All All All

Application Oracle Rest Data Services 12.2.0.1 All All All

Application Oracle Rest Data Services 18c All All All

Application Oracle Retail Xstore Point Of Service 15.0 All All All

Application Oracle Retail Xstore Point Of Service 16.0 All All All

Application Oracle Retail Xstore Point Of Service 17.0 All All All

Application Oracle Retail Xstore Point Of Service 7.1 All All All

Application Oracle Retail Xstore Point Of Service 15.0 All All All

Application Oracle Retail Xstore Point Of Service 16.0 All All All

Application Oracle Retail Xstore Point Of Service 17.0 All All All

Application Oracle Retail Xstore Point Of Service 7.1 All All All
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September 2018 Eclipse Jetty Vulnerabilities in NetApp Products | NetApp Product Security

Oracle Critical Patch Update - October 2019

Debian -- Security Information -- DSA-4278-1 jetty9

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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982322 Java (maven) Security Update for org.eclipse.jetty:jetty-server (GHSA-vgg8-72f2-qm23)
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