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Summary

CVE CVE-2017-7686

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-28 13:29:00 UTC

Updated 2017-07-06 18:12:00 UTC

Description Apache Ignite 1.0.0-RC3 to 2.0 uses an update notifier component to update the users about new project releases that include additional functionality, bug fixes and performance improvements. To do that the component communicates to an external PHP server (http://ignite.run) where it needs to send some system properties like Apache Ignite or Java version. Some of the properties might contain user sensitive information.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Ignite 1.0.0 All All All

Application Apache Ignite 1.0.0 rc3 All All

Application Apache Ignite 1.1.0 All All All

Application Apache Ignite 1.2.0 All All All

Application Apache Ignite 1.3.0 All All All

Application Apache Ignite 1.4.0 All All All

Application Apache Ignite 1.5.0 b1 All All

Application Apache Ignite 1.5.0 final All All

Application Apache Ignite 1.6.0 All All All

Application Apache Ignite 1.7.0 All All All

Application Apache Ignite 1.8.0 All All All

Application Apache Ignite 1.9.0 All All All

Application Apache Ignite 2.0.0 All All All

Application Apache Ignite 1.0.0 All All All

Application Apache Ignite 1.0.0 rc3 All All

Application Apache Ignite 1.1.0 All All All

Application Apache Ignite 1.2.0 All All All
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Application Apache Ignite 1.2.0 All All All

Application Apache Ignite 1.3.0 All All All

Application Apache Ignite 1.4.0 All All All

Application Apache Ignite 1.5.0 b1 All All

Application Apache Ignite 1.5.0 final All All

Application Apache Ignite 1.6.0 All All All

Application Apache Ignite 1.7.0 All All All

Application Apache Ignite 1.8.0 All All All

Application Apache Ignite 1.9.0 All All All

Application Apache Ignite 2.0.0 All All All

References

Reference Source Link

Apache Ignite Developers - [CVE-2017-7686] Apache Ignite Information Disclosure CONFIRM apache-ignite-developers.2346864.n4.nabble.com

Apache Ignite CVE-2017-7686 Information Disclosure Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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981187 Java (maven) Security Update for org.apache.ignite:ignite-core (GHSA-8p83-68cw-943f)
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