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A reflected Cross-Site Scripting (XSS) vulnerability in Fortinet FortiMail 5.1 and earlier, 5.2.0 through 5.2.9, and 5.3.0 throu
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Fortinet Fortimail 4.1.0 All All All
Fortinet Fortimail 4.2.0 All All All
Fortinet Fortimail 4.3.0 All All All
Fortinet Fortimail 43.8 All All All
Fortinet Fortimail 5.0 All All All
Fortinet Fortimail 5.0.1 All All All
Fortinet Fortimail 5.0.10 All All All
Fortinet Fortimail 5.0.2 All All All
Fortinet Fortimail 5.0.3 All All All
Fortinet Fortimail 5.04 All All All
Fortinet Fortimail 5.0.5 All All All
Fortinet Fortimail 5.0.6 All All All
Fortinet Fortimail 5.0.7 All All All
Fortinet Fortimail 5.0.8 All All All
Fortinet Fortimail 5.0.9 All All All
Fortinet Fortimail 5.1 All All All
Fortinet Fortimail 52 All All All
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Application Fortinet Fortimail 5.2 All All All
Application Fortinet Fortimail 5.2.1 All All All
Application Fortinet Fortimail 522 All All All
Application Fortinet Fortimail 5.2.3 All All All
Application Fortinet Fortimail 524 All All All
Application Fortinet Fortimail 5.2.5 All All All
Application Fortinet Fortimail 5.2.6 All All All
Application Fortinet Fortimail 5.2.7 All All All
Application Fortinet Fortimail 5.2.8 All All All
Application Fortinet Fortimail 5.2.9 All All All
Application Fortinet Fortimail 5.3 All All All
Application Fortinet Fortimail 5.3.1 All All All
Application Fortinet Fortimail 5.3.2 All All All
Application Fortinet Fortimail 5.3.3 All All All
Application Fortinet Fortimail 5.3.4 All All All
Application Fortinet Fortimail 5.3.5 All All All
Application Fortinet Fortimail 5.3.6 All All All
Application Fortinet Fortimail 5.3.7 All All All
Application Fortinet Fortimail 5.3.8 All All All
Application Fortinet Fortimail 5.3.9 All All All
Reference

Fortinet FortiMail CVE-2017-7732 Cross Site Scripting Vulnerability

Fortinet FortiMail Input Validation Flaw in Customized Webmail Login Page Lets Remote Users Conduct Cross-Site Scripting Attacks - Securit
FortiMail reflected XSS vulnerability under customized webmail login page | FortiGuard

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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