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CVE CVE-2017-7757
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-11 21:29:00 UTC
Updated 2018-08-08 14:45:00 UTC
Description A use-after-free vulnerability in IndexedDB when one of its objects is destroyed in memory while a method on it is still being
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird All All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378160 Virtuozzo Linux Security Update for firefox (VZLSA-2017:1440)
378205 Virtuozzo Linux Security Update for thunderbird (VZLSA-2017:1561)

710287 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 201802-03)
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