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CVE CVE-2017-7764
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-11 21:29:00 UTC
Updated 2018-08-13 19:37:00 UTC
Description Characters from the "Canadian Syllabics" unicode block can be mixed with characters from other unicode blocks in the add

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird All All All All
Reference

Mozilla Firefox Multiple Bugs Let Remote Users Spoof URLs, Obtain Potentially Sensitive Information, and Execute Arbitrary Code and Let Lo
Mozilla Firefox Multiple Security Vulnerabilities
Security vulnerabilities fixed in Thunderbird 52.2 — Mozilla

1364283 - (CVE-2017-7764) Security: disallow "Canadian Syllabics" unicode block from IDN domains
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Red Hat Customer Portal

Debian -- Security Information -- DSA-3881-1 firefox-esr
Red Hat Customer Portal

Security vulnerabilities fixed in Firefox ESR 52.2 — Mozilla
UAX #31: Unicode Identifier and Pattern Syntax

Security vulnerabilities fixed in Firefox 54 — Mozilla
Debian -- Security Information -- DSA-3918-1 icedove
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378160 Virtuozzo Linux Security Update for firefox (VZLSA-2017:1440)
378205 Virtuozzo Linux Security Update for thunderbird (VZLSA-2017:1561)

710287 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 201802-03)
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