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On pages containing an iframe, the "data:" protocol can be used to create a modal alert that will render over arbitrary doma
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Mozilla Firefox All All All All
Mozilla Firefox All All All All
Mozilla Firefox Esr All All All All
Mozilla Firefox Esr All All All All
Mozilla Thunderbird All All All All
Mozilla Thunderbird All All All All
Redhat Enterprise Linux 5.0 All All All
Redhat Enterprise Linux 6.0 All All All
Redhat Enterprise Linux 7.0 All All All
Redhat Enterprise Linux 5.0 All All All
Redhat Enterprise Linux 6.0 All All All
Redhat Enterprise Linux 7.0 All All All
Redhat Enterprise Linux Desktop 5.0 All All All
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Reference

Red Hat Customer Portal

Debian -- Security Information -- DSA-3968-1 icedove

Mozilla Firefox CVE-2017-7791 Security Bypass Vulnerability

Security vulnerabilities fixed in Firefox ESR 52.3 — Mozilla

Mozilla Firefox Multiple Bugs Let Remote Users Spoof Content, Obtain Potentially Sensitive Information, Deny Service and Execute Arbitrary (
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1365875 - (GVE-201/-//91) Firetox allows you to Insert confirm/alert/prompt dialog in any domain
Red Hat Customer Portal

Mozilla Thunderbird: Multiple vulnerabilities (GLSA 201803-14) — Gentoo security

Security vulnerabilities fixed in Firefox 55 — Mozilla

Security vulnerabilities fixed in Thunderbird 52.3 — Mozilla

Debian -- Security Information -- DSA-3928-1 firefox-esr

CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710287 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 201802-03)

710303 Gentoo Linux Mozilla Thunderbird Multiple Vulnerabilities (GLSA 201803-14)
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