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/

CVE-2017-7805
PUBLIC

security@mozilla.org

CVE Program / NVD first with legacy fallback

2018-06-11 21:29:00 UTC

2018-10-17 01:30:00 UTC

During TLS 1.2 exchanges, handshake hashes are generated which point to a message buffer. This saved data is used for

Risk And Classification
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Problem Types: CWE-416
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Red Hat Customer Portal

Debian -- Security Information -- DSA-3998-1 nss

Debian -- Security Information -- DSA-4014-1 thunderbird

Security vulnerabilities fixed in Firefox ESR 52.4 — Mozilla

[SECURITY] [DLA 1153-1] icedove/thunderbird security update

Security vulnerabilities fixed in Thunderbird 52.4 — Mozilla

Debian -- Security Information -- DSA-3987-1 firefox-esr

Mozilla Thunderbird: Multiple vulnerabilities (GLSA 201803-14) — Gentoo security
Mozilla Firefox and Firefox ESR Multiple Security Vulnerabilities

CPU Oct 2018

1377618 - (CVE-2017-7805) Potential UAF in TLS 1.2 server when verifying client authentication
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378166 Virtuozzo Linux Security Update for nss-tools (VZLSA-2017:2832)
710287 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 201802-03)

710303 Gentoo Linux Mozilla Thunderbird Multiple Vulnerabilities (GLSA 201803-14)
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