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CVE CVE-2017-7845
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-11 21:29:00 UTC
Updated 2018-08-09 16:27:00 UTC
Description A buffer overflow occurs when drawing and validating elements using Direct 3D 9 with the ANGLE graphics library, used foi
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows - All All All
Operating System Microsoft Windows - All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird All All All All
Reference

Access Denied

Security vulnerabilities fixed in Firefox ESR 52.5.2 — Mozilla

Mozilla Thunderbird Multiple Flaws Let Remote Users Spoof Email Addresses, Obtain Potentially Sensitive Information, and Execute Arbitrary
Mozilla Firefox and Firefox ESR CVE-2017-7845 Buffer Overflow Vulnerability

Security vulnerabilities fixed in Thunderbird 52.5.2 — Mozilla

Security vulnerabilities fixed in Firefox 57.0.2 — Mozilla
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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