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Summary

CVE CVE-2017-7869

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-14 04:59:00 UTC

Updated 2018-01-05 02:31:00 UTC

Description GnuTLS before 2017-02-20 has an out-of-bounds write caused by an integer overflow and heap-based buffer overflow related to the cdk_pkt_read function in opencdk/read-packet.c. This issue (which is a subset of the vendor's GNUTLS-SA-2017-3 report) is fixed in 3.5.10.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Gnutls All All All All

References

Reference Source Link Tags

GnuTLS GNUTLS-SA-2017-3 Multiple Security Vulnerabilities BID www.securityfocus.com Third Party Advisory, VDB Entry

GnuTLS CONFIRM www.gnutls.org Patch, Vendor Advisory

Red Hat Customer Portal REDHAT access.redhat.com

420 - gnutls: Heap-buffer-overflow in cdk_pkt_read - oss-fuzz - Monorail MISC bugs.chromium.org Third Party Advisory

cdk_pkt_read: enforce packet limits (51464af7) · Commits · gnutls / GnuTLS · GitLab MISC gitlab.com Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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