CVE-2017-7875

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2017-7875
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-14 18:59:00 UTC
Updated 2020-05-24 20:15:00 UTC
Description In wallpaper.c in feh before v2.18.3, if a malicious client pretends to be the E17 window manager, it is possible to trigger an
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Feh Project Feh Al Al Al Al

References

Reference Source Link Tags

feh — a fast and light image viewer CONFIRM feh.finalrewind.org Patch, Product

feh 'src/wallpaper.c' Integer Overflow Vulnerability BID www.securityfocus.com  Third Party Advisor
feh: Arbitrary remote code execution (GLSA 201707-08) — Gentoo security GENTOO  security.gentoo.org

[SECURITY] [DLA 2219-1] feh security update MLIST lists.debian.org

Fix double-free/OOB-write while receiving IPC data - derf/feh@f7a547b - GitHub  CONFIRM github.com Patch, Vendor Advi
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

/
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710348 Gentoo Linux feh Arbitrary remote code execution Vulnerability (GLSA 201707-08)
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