CVE-2017/-7885

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2017-7885
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-17 00:59:00 UTC
Updated 2017-11-04 01:29:00 UTC
Description Artifex jbig2dec 0.13 has a heap-based buffer over-read leading to denial of service (application crash) or disclosure of sen:

/ |

1|

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Artifex Jbig2dec 0.13 All All All

Application Artifex Jbig2dec 0.13 All All All

Reference Sourct

Bug 697703 — jbig2dec-0.13 heap-buffer-overflow by integer overflow to bypass the check in the function jbig2_decode_symbol_dict MISC

jbig2dec: User-assisted execution of arbitrary code (GLSA 201708-10) — Gentoo Security GENT(
Debian -- Security Information -- DSA-3855-1 jbig2dec DEBIA
CVE Program record CVE.C
NVD vulnerability detail NVD

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

671112 EulerOS Security Update for ghostscript (EulerOS-SA-2019-2370)

710546 Gentoo Linux jbig2dec User-assisted execution of arbitrary code Vulnerability (GLSA 201708-10)
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