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A Weak Cryptography for Passwords issue was discovered in General Electric (GE) Multilin SR 750 Feeder Protection Rele

Risk And Classification

1|

Problem Types: CWE-326 | CWE-330 | CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Hardware
Hardware
Operating System

Hardware

Vendor

Ge

Ge

Ge

Ge

Ge

Ge

Ge

Ge

Ge

Ge

Ge

Ge

Ge

Ge

Ge

Ge

Ge

Product

Multilin Sr 369 Motor Protection Relay

Multilin Sr 369 Motor Protection Relay

Multilin Sr 369 Motor Protection Relay Firmware
Multilin Sr 369 Motor Protection Relay Firmware
Multilin Sr 469 Motor Protection Relay

Multilin Sr 469 Motor Protection Relay

Multilin Sr 469 Motor Protection Relay Firmware
Multilin Sr 489 Generator Protection Relay

Multilin Sr 489 Generator Protection Relay

Multilin Sr 489 Generator Protection Relay Firmware
Multilin Sr 745 Transformer Protection Relay

Multilin Sr 745 Transformer Protection Relay

Multilin Sr 745 Transformer Protection Relay Firmware
Multilin Sr 750 Feeder Protection Relay

Multilin Sr 750 Feeder Protection Relay

Multilin Sr 750 Feeder Protection Relay Firmware

Multilin Sr 760 Feeder Protection Relay

Version

All

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2017-7905/mitre
https://cve.report/CVE-2017-7905/nist
https://cve.report/CVE-2017-7905/cve_org
https://cve.report/api/cve/CVE-2017-7905.json
https://cve.report/CVE-2017-7905.pdf
http://cve.report/vendor/ge
http://cve.report/software/ge/multilin_sr_369_motor_protection_relay
http://cve.report/vendor/ge
http://cve.report/software/ge/multilin_sr_369_motor_protection_relay
http://cve.report/vendor/ge
http://cve.report/software/ge/multilin_sr_369_motor_protection_relay_firmware
http://cve.report/vendor/ge
http://cve.report/software/ge/multilin_sr_369_motor_protection_relay_firmware
http://cve.report/vendor/ge
http://cve.report/software/ge/multilin_sr_469_motor_protection_relay
http://cve.report/vendor/ge
http://cve.report/software/ge/multilin_sr_469_motor_protection_relay
http://cve.report/vendor/ge
http://cve.report/software/ge/multilin_sr_469_motor_protection_relay_firmware
http://cve.report/vendor/ge
http://cve.report/software/ge/multilin_sr_489_generator_protection_relay
http://cve.report/vendor/ge
http://cve.report/software/ge/multilin_sr_489_generator_protection_relay
http://cve.report/vendor/ge
http://cve.report/software/ge/multilin_sr_489_generator_protection_relay_firmware
http://cve.report/vendor/ge
http://cve.report/software/ge/multilin_sr_745_transformer_protection_relay
http://cve.report/vendor/ge
http://cve.report/software/ge/multilin_sr_745_transformer_protection_relay
http://cve.report/vendor/ge
http://cve.report/software/ge/multilin_sr_745_transformer_protection_relay_firmware
http://cve.report/vendor/ge
http://cve.report/software/ge/multilin_sr_750_feeder_protection_relay
http://cve.report/vendor/ge
http://cve.report/software/ge/multilin_sr_750_feeder_protection_relay
http://cve.report/vendor/ge
http://cve.report/software/ge/multilin_sr_750_feeder_protection_relay_firmware
http://cve.report/vendor/ge
http://cve.report/software/ge/multilin_sr_760_feeder_protection_relay

Hardware Ge Multilin Sr 760 Feeder Protection Relay - All All All
Operating System Ge Multilin Sr 760 Feeder Protection Relay Firmware All All All All
Hardware Ge Multilin Universal Relay - All All All
Hardware Ge Multilin Universal Relay - All All All
Operating System  Ge Multilin Universal Relay Firmware All All All All
Hardware Ge Multilin Urplus B95 - All All All
Hardware Ge Multilin Urplus B95 - All All All
Operating System  Ge Multilin Urplus B95 Firmware - All All All
Operating System  Ge Multilin Urplus B95 Firmware - All All All
Hardware Ge Multilin Urplus C90 - All All All
Hardware Ge Multilin Urplus C90 - All All All
Operating System  Ge Multilin Urplus C90 Firmware - All All All
Operating System Ge Multilin Urplus C90 Firmware - All All All
Hardware Ge Multilin Urplus D90 - All All All
Hardware Ge Multilin Urplus D90 - All All All
Operating System  Ge Multilin Urplus D90 Firmware - All All All
Operating System Ge Multilin Urplus D90 Firmware - All All All
Reference Source Link Tags
ICS-CERT Advisories | ICS-CERT MISC ics-cert.us-cert.gov Patch, Third Party Advi
GE Multiple Products CVE-2017-7905 Weak Password Security Vulnerability BID www.securityfocus.com  Third Party Advisory, V
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Kl 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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