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essaomvceanumsuciad  Gertain versions of Panelview Plus 6 700-1500 from
: Rockwellautomation contain the following vulnerability:

A Missing Authorization issue was discovered in Rockwell Automation
PanelView Plus 6 700-1500 6.00.04, 6.00.05, 6.00.42, 6.00-20140306,
6.10.20121012, 6.10-20140122, 7.00-20121012, 7.00-20130108, 7.00-
20130325, 7.00-20130619, 7.00-20140128, 7.00-20140310, 7.00-
20140429, 7.00-20140621, 7.00-20140729, 7.00-20141022, 8.00-
20140730, and 8.00-20141023. There is no authorization check when connecting to the
device, allowing an attacker remote access.

CVE-2017-7914 has been assigned by (T} ics-cert@hg.dhs.gov to track the vulnerability - currently rated as m severity.

CVSS3 Score: 8.6 -HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE | [ NON |
Scope Confidentiality Integrity Availability

Impact Impact Impact

[ HIGH |
CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

Related QID Numbers

590346 Rockwell Automation PanelView Plus 6 700-1500 Vulnerability (ICSA-17-157-01)

Known Affected Configurations (CPE V2.3)
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No vendor comments have been submitted for this CVE
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