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cssaomvancLranunsucHiian  Gertain versions of Oncell 5004—hspa from Moxa contain the foIIowing
: vulnerability:

An Improper Restriction of Excessive Authentication Attempts issue
was discovered in Moxa OnCell G3110-HSPA Version 1.3 build
15082117 and previous versions, OnCell G3110-HSDPA Version 1.2
Build 09123015 and previous versions, OnCell G3150-HSDPA Version
1.4 Build 11051315 and previous versions, OnCell 5104-HSDPA,
OnCell 5104-HSPA, and OnCell 5004-HSPA. An attacker can freely use brute force to
determine parameters needed to bypass authentication.

CVE-2017-7915 has been assigned by (7} ics-cert@hq.dhs.gov to track the vulnerability - currently rated as severity.

CVSS3 Score: 9.8- CRITICAL |

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE | [ NON |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: 7.5-HIGH
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:0:moxa:oncell_5104-hspa_firmware: :*:*:*:*:*:*:*;

cpe:2.3:h:moxa:oncell_g3110-hsdpa:-:*:":*:*:*:*:*:

No vendor comments have been submitted for this CVE
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