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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2017-7923

PUBLIC

ics-cert@hq.dhs.gov

CVE Program / NVD first with legacy fallback

2017-05-06 00:29:00 UTC

2017-12-19 02:29:00 UTC

A Password in Configuration File issue was discovered in Hikvision DS-2CD2xx2F-| Series V5.2.0 build 140721 to V5.4.0 b

Risk And Classification

1|

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)
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nauwais MIRVISIVL US-2GUs00ZIWU-II - Al A Al
Operating System Hikvision Ds-2cd4332fwd-ih Firmware - All All All
Operating System Hikvision Ds-2cd4332fwd-ih Firmware - All All All
Hardware Hikvision Ds-2cd4332fwd-is - All All All
Hardware Hikvision Ds-2cd4332fwd-is - All All All
Operating System Hikvision Ds-2cd4332fwd-is Firmware - All All All
Operating System Hikvision Ds-2cd4332fwd-is Firmware - All All All
Hardware Hikvision Ds-2cd4332fwd-iz - All All All
Hardware Hikvision Ds-2cd4332fwd-iz - All All All
Operating System Hikvision Ds-2cd4332fwd-iz Firmware - All All All
Operating System Hikvision Ds-2cd4332fwd-iz Firmware - All All All
Hardware Hikvision Ds-2cd63xx Series - All All All
Hardware Hikvision Ds-2cd63xx Series - All All All
Operating System Hikvision Ds-2cd63xx Series Firmware - All All All
Operating System Hikvision Ds-2cd63xx Series Firmware - All All All
Hardware Hikvision Ds-2cd6412fwd - All All All
Hardware Hikvision Ds-2cd6412fwd - All All All
Operating System Hikvision Ds-2cd6412fwd Firmware - All All All
Operating System Hikvision Ds-2cd6412fwd Firmware - All All All
Hardware Hikvision Ds-2dfx Series - All All All
Hardware Hikvision Ds-2dfx Series - All All All
Operating System Hikvision Ds-2dfx Series Firmware - All All All
Operating System Hikvision Ds-2dfx Series Firmware - All All All
Reference Source Link Tags
Hikvision Cameras | ICS-CERT MISC ics-cert.us-cert.gov Third Party Advisory, U
Multiple Hikvision Cameras ICSA-17-124-01 Multiple Securtiy Vulnerabilities  BID www.securityfocus.com  Third Party Advisory, VI
Hikvision USA MISC www.hikvision.com Patch, Vendor Advisory
g2vg2 - Ghostbin MISC ghostbin.com
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
4

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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