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Summary

CVE CVE-2017-7923

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-06 00:29:00 UTC

Updated 2017-12-19 02:29:00 UTC

Description A Password in Configuration File issue was discovered in Hikvision DS-2CD2xx2F-I Series V5.2.0 build 140721 to V5.4.0 build 160530, DS-2CD2xx0F-I Series V5.2.0 build 140721 to V5.4.0 Build 160401, DS-2CD2xx2FWD Series V5.3.1 build 150410 to V5.4.4 Build 161125, DS-2CD4x2xFWD Series V5.2.0 build 140721 to V5.4.0 Build 160414, DS-2CD4xx5 Series V5.2.0 build 140721 to V5.4.0 Build 160421, DS-2DFx Series V5.2.0 build 140805 to V5.4.5 Build 160928, and DS-2CD63xx Series V5.0.9 build 140305 to V5.3.5 Build 160106 devices. The password in configuration file vulnerability could allow a malicious user to escalate privileges or assume the identity of another user and access sensitive information.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hikvision Ds-2cd2032-i - All All All

Hardware Hikvision Ds-2cd2032-i - All All All

Operating System Hikvision Ds-2cd2032-i Firmware - All All All

Operating System Hikvision Ds-2cd2032-i Firmware - All All All

Hardware Hikvision Ds-2cd2112-i - All All All

Hardware Hikvision Ds-2cd2112-i - All All All

Operating System Hikvision Ds-2cd2112-i Firmware - All All All

Operating System Hikvision Ds-2cd2112-i Firmware - All All All

Hardware Hikvision Ds-2cd2132-i - All All All

Hardware Hikvision Ds-2cd2132-i - All All All

Operating System Hikvision Ds-2cd2132-i Firmware - All All All

Operating System Hikvision Ds-2cd2132-i Firmware - All All All

Hardware Hikvision Ds-2cd2212-i5 - All All All

Hardware Hikvision Ds-2cd2212-i5 - All All All

Operating System Hikvision Ds-2cd2212-i5 Firmware - All All All

Operating System Hikvision Ds-2cd2212-i5 Firmware - All All All

Hardware Hikvision Ds-2cd2232-i5 - All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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