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Summary

CVE CVE-2017-7924

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-20 16:29:00 UTC

Updated 2019-10-09 23:29:00 UTC

Description An Improper Input Validation issue was discovered in Rockwell Automation MicroLogix 1100 controllers 1763-L16BWA, 1763-L16AWA, 1763-L16BBB, and 1763-L16DWD. A remote, unauthenticated attacker could send a single, specially crafted Programmable Controller Communication Commands (PCCC) packet to the controller that could potentially cause the controller to enter a DoS condition.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Rockwellautomation 1763-l16awa - All All All

Hardware Rockwellautomation 1763-l16awa - All All All

Operating System Rockwellautomation 1763-l16awa Firmware - All All All

Operating System Rockwellautomation 1763-l16awa Firmware - All All All

Hardware Rockwellautomation 1763-l16bbb - All All All

Hardware Rockwellautomation 1763-l16bbb - All All All

Operating System Rockwellautomation 1763-l16bbb Firmware - All All All

Operating System Rockwellautomation 1763-l16bbb Firmware - All All All

Hardware Rockwellautomation 1763-l16bwa - All All All

Hardware Rockwellautomation 1763-l16bwa - All All All

Operating System Rockwellautomation 1763-l16bwa Firmware - All All All

Operating System Rockwellautomation 1763-l16bwa Firmware - All All All

Hardware Rockwellautomation 1763-l16dwd - All All All

Hardware Rockwellautomation 1763-l16dwd - All All All

Operating System Rockwellautomation 1763-l16dwd Firmware - All All All

Operating System Rockwellautomation 1763-l16dwd Firmware - All All All
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References

Reference Source Link Tags

Rockwell Automation MicroLogix 1100 Controllers | ICS-CERT MISC ics-cert.us-cert.gov Mitigation, Third Party Advisory, US Government Resource

Rockwell Automation MicroLogix 1100 CVE-2017-7924 Remote Denial of Service Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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