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Summary

CVE CVE-2017-7927

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-06 00:29:00 UTC

Updated 2019-10-09 23:29:00 UTC

Description A Use of Password Hash Instead of Password for Authentication issue was discovered in Dahua DH-IPC-HDBW23A0RN-ZS, DH-IPC-HDBW13A0SN, DH-IPC-HDW1XXX, DH-IPC-HDW2XXX, DH-IPC-HDW4XXX, DH-IPC-HFW1XXX, DH-IPC-HFW2XXX, DH-IPC-HFW4XXX, DH-SD6CXX, DH-NVR1XXX, DH-HCVR4XXX, DH-HCVR5XXX, DHI-HCVR51A04HE-S3, DHI-HCVR51A08HE-S3, and DHI-HCVR58A32S-S2 devices. The use of password hash instead of password for authentication vulnerability was identified, which could allow a malicious user to bypass authentication without obtaining the actual password.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dahuasecurity Ddh-hcvr4xxx - All All All

Hardware Dahuasecurity Ddh-hcvr4xxx - All All All

Operating System Dahuasecurity Dh-hcvr4xxx Firmware - All All All

Operating System Dahuasecurity Dh-hcvr4xxx Firmware - All All All

Hardware Dahuasecurity Dh-hcvr5xxx - All All All

Hardware Dahuasecurity Dh-hcvr5xxx - All All All

Operating System Dahuasecurity Dh-hcvr5xxx Firmware - All All All

Operating System Dahuasecurity Dh-hcvr5xxx Firmware - All All All

Hardware Dahuasecurity Dh-ipc-hdbw13a0sn - All All All

Hardware Dahuasecurity Dh-ipc-hdbw13a0sn - All All All

Operating System Dahuasecurity Dh-ipc-hdbw13a0sn Firmware - All All All

Operating System Dahuasecurity Dh-ipc-hdbw13a0sn Firmware - All All All

Hardware Dahuasecurity Dh-ipc-hdbw23a0rn-zs - All All All

Hardware Dahuasecurity Dh-ipc-hdbw23a0rn-zs - All All All

Operating System Dahuasecurity Dh-ipc-hdbw23a0rn-zs Firmware - All All All

Operating System Dahuasecurity Dh-ipc-hdbw23a0rn-zs Firmware - All All All

Hardware Dahuasecurity Dh-ipc-hdw1xxx - All All All
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Hardware Dahuasecurity Dh-ipc-hdw1xxx - All All All

Hardware Dahuasecurity Dh-ipc-hdw1xxx - All All All

Operating System Dahuasecurity Dh-ipc-hdw1xxx Firmware - All All All

Operating System Dahuasecurity Dh-ipc-hdw1xxx Firmware - All All All

Hardware Dahuasecurity Dh-ipc-hdw2xxx - All All All

Hardware Dahuasecurity Dh-ipc-hdw2xxx - All All All

Operating System Dahuasecurity Dh-ipc-hdw2xxx Firmware - All All All

Operating System Dahuasecurity Dh-ipc-hdw2xxx Firmware - All All All

Hardware Dahuasecurity Dh-ipc-hdw4xxx - All All All

Hardware Dahuasecurity Dh-ipc-hdw4xxx - All All All

Operating System Dahuasecurity Dh-ipc-hdw4xxx Firmware - All All All

Operating System Dahuasecurity Dh-ipc-hdw4xxx Firmware - All All All

Hardware Dahuasecurity Dh-ipc-hfw1xxx - All All All

Hardware Dahuasecurity Dh-ipc-hfw1xxx - All All All

Operating System Dahuasecurity Dh-ipc-hfw1xxx Firmware - All All All

Operating System Dahuasecurity Dh-ipc-hfw1xxx Firmware - All All All

Hardware Dahuasecurity Dh-ipc-hfw2xxx - All All All

Hardware Dahuasecurity Dh-ipc-hfw2xxx - All All All

Operating System Dahuasecurity Dh-ipc-hfw2xxx Firmware - All All All

Operating System Dahuasecurity Dh-ipc-hfw2xxx Firmware - All All All

Hardware Dahuasecurity Dh-ipc-hfw4xxx - All All All

Hardware Dahuasecurity Dh-ipc-hfw4xxx - All All All

Operating System Dahuasecurity Dh-ipc-hfw4xxx Firmware - All All All

Operating System Dahuasecurity Dh-ipc-hfw4xxx Firmware - All All All

Hardware Dahuasecurity Dh-nvr1xxx - All All All

Hardware Dahuasecurity Dh-nvr1xxx - All All All

Operating System Dahuasecurity Dh-nvr1xxx Firmware - All All All

Operating System Dahuasecurity Dh-nvr1xxx Firmware - All All All

Hardware Dahuasecurity Dh-sd6cxx - All All All

Hardware Dahuasecurity Dh-sd6cxx - All All All

Operating System Dahuasecurity Dh-sd6cxx Firmware - All All All

Operating System Dahuasecurity Dh-sd6cxx Firmware - All All All

Hardware Dahuasecurity Dhi-hcvr51a04he-s3 - All All All

Hardware Dahuasecurity Dhi-hcvr51a04he-s3 - All All All

Operating System Dahuasecurity Dhi-hcvr51a04he-s3 Firmware - All All All

Operating System Dahuasecurity Dhi-hcvr51a04he-s3 Firmware - All All All
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Hardware Dahuasecurity Dhi-hcvr51a08he-s3 - All All All

Hardware Dahuasecurity Dhi-hcvr51a08he-s3 - All All All

Operating System Dahuasecurity Dhi-hcvr51a08he-s3 Firmware - All All All

Operating System Dahuasecurity Dhi-hcvr51a08he-s3 Firmware - All All All

Hardware Dahuasecurity Dhi-hcvr58a32s-s2 - All All All

Hardware Dahuasecurity Dhi-hcvr58a32s-s2 - All All All

Operating System Dahuasecurity Dhi-hcvr58a32s-s2 Firmware - All All All

Operating System Dahuasecurity Dhi-hcvr58a32s-s2 Firmware - All All All

References

Reference Source Link Tags

Dahua Technology Co., Ltd Digital Video Recorders and IP Cameras | ICS-CERT MISC ics-cert.us-cert.gov Mitigation, Third Party Advisory, US Government Resource

Malformed Request BID www.securityfocus.com Third Party Advisory, VDB Entry

cybersecurity MISC us.dahuasecurity.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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