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Summary

CVE CVE-2017-7962

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-19 15:59:00 UTC

Updated 2019-09-16 14:33:00 UTC

Description The iwgif_read_image function in imagew-gif.c in libimageworsener.a in ImageWorsener 1.3.0 allows remote attackers to cause a denial of service (divide-by-zero error and application crash) via a crafted file.

Risk And Classification

Problem Types: CWE-369

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Entropymine Imageworsener 1.3.0 All All All

Application Entropymine Imageworsener 1.3.0 All All All

References

Reference Source Link Tags

ImageWorsener: Multiple vulnerabilities (GLSA 201706-06) — Gentoo security GENTOO security.gentoo.org Third Party Advisory

divide-by-zero in iwgif_record_pixel (imagew-gif.c) · Issue #15 · jsummers/imageworsener · GitHub MISC github.com Issue Tracking, Patch, Vendor Advisory

imageworsener: divide-by-zero in iwgif_record_pixel (imagew-gif.c) | agostino's blog MISC blogs.gentoo.org Exploit, Patch, Third Party Advisory

Fixed a GIF decoding bug (divide by zero) · jsummers/imageworsener@ca3356e · GitHub MISC github.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710354 Gentoo Linux ImageWorsener Multiple Vulnerabilities (GLSA 201706-06)
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