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Summary

CVE CVE-2017-8011

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-17 14:29:00 UTC

Updated 2021-09-13 12:06:00 UTC

Description EMC ViPR SRM, EMC Storage M&R, EMC VNX M&R, EMC M&R for SAS Solution Packs (EMC ViPR SRM prior to 4.1, EMC Storage M&R prior to 4.1, EMC VNX M&R all versions, EMC M&R (Watch4Net) for SAS Solution Packs all versions) contain undocumented accounts with default passwords for Webservice Gateway and RMI JMX components. A remote attacker with the knowledge of the default password may potentially use these accounts to run arbitrary web service and remote procedure calls on the affected system.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dell Emc Mr - All All All

Application Dell Emc Storage Monitoring And Reporting 4.0.2 All All All

Application Dell Emc Vipr Srm All All All All

Application Dell Emc Vnx Monitoring And Reporting - All All All

Application Emc Mr - All All All

Application Emc Mr - All All All

Application Emc Mr - All All All

Application Emc Storage Mr 4.0.2 All All All

Application Emc Storage Mr 4.0.2 All All All

Application Emc Storage Mr 4.0.2 All All All

Application Emc Vipr Srm All All All All

Application Emc Vnx Mr - All All All

Application Emc Vnx Mr - All All All

Application Emc Vnx Mr - All All All
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EMC ViPR SRM Default Accounts Let Remote Users Access the Target System - SecurityTracker

Multiple EMC Products CVE-2017-8011 Insecure Default Password Vulnerability

Full Disclosure: ESA-2017-089: EMC ViPR SRM, EMC Storage M&R, EMC VNX M&R, EMC M&R (Watch4Net) for SAS Solution Packs Undocumented Accounts Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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